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Challenge #1

Posted by u/cryptocomicon 20 hours ago
Hand off your digital assets, even if you are no longer around.

Over the years I've seen many people wondering how they can transfer ownership of their digital assets in the future.
They don't want to give a loved one a copy of their wallet seed, but they do want to make sure that no matter what,
those assets are made available at a date in the future.

TimeLock is a tool which I have developed to solve this problem, and probably many other problems which I am not
aware of. The free version allows you to protect a file of up to 10KB with an un-hackable time lock, synced to the
Bitcoin Network.

I'm so confident in this technology that I've created a challenge LockBox file which holds the private key to an address
with 0.02 BTC.

Please give it a try.

More information at algomachines.com

Link to the challenge: challenge



Information and Scope

* We are given:
- Password - “TimeLock”.
- Answers to questions - “0.02".
- Time range — Start and end, both UTC.

* This limits scope to time lock mechanism only.



Reconnaissance
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about

Files are encrypted with:

Securely lock your data until a time you choose. ° I I h f |
Create LockBoxes up to 10KB. a.S O p aS SWO r

Un-crackable TimeLock synced to the Bitcoin Netwark.

Retain privacy. Your data stays on your computer an nowhere else. ® R an d O m g e n e rate d

Distribute your time locked LockBox to whomever you wish.
f- |

technical information
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Project files are encrypted using a hash of the project password and the contents of a random L N O I I l e I Itl O n Of I I I I I e ;
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file generated on install.
LockBox files contain encrypted:
e Questions
+ Delay and TimeLock information
» Data file
Encryption algorithm requires a 1 GB memory buffer.

CPU clock is continuously checked against BTC Network time.



Running TimelLock
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Unlocking a LockBox
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Analysing Strings

Address Length Type String

* “Incorrect answers”

00000021
Clack on this computer does not match BTC Netwark time, must be within +/- 10 minutes,

Jrdata:0000... 00000057
rdata:0000... 00000019 Connected to BTC Network
LockBoxes

.rdata:0000 0000000A
rdata:0000... 0000001C Select a LockBox file (*.x) ‘ ‘
rdata:0000... 0000001E Uniable to open LockBox file: [ O/ I d d ayS (y | d h O u rS O/
Problem #1 reading LockBox file: 0 0 0
Incorrect password or invalid LockBox #1.
Incorrect password or invalid LockBox #2.

.rdata:0000 00000022
[ [ L]
Problem #2 reading LockBox file:
contt e SecC unti data IS avaliabie

.rdata:0000... 0000002A
.rdata:0000... 0000002A
.rdata:0000 00000022
.rdata:0000... 0000001A
.rdata:0000... 0000D00A Canceled.
.rdata:0000 00000022
.rdata:0000... 00000013
.rdata:0000... 0000001E
.rdata:0000 00000048
.rdata:0000... 00000057
.rdata:0000... 00000033

Problem #3 reading LockBox file:

Incorrect answers.

No connection to BTC MNetwork,

Number of required connections to BTC Metwork="%ld, connections we have="%ld

Clock on this computer is off by more than 10 minutes with respect to the BTC Network,
%ld days %ld hours %ld sec until data is available

.rdata:0000 00000024

]
%eld hours %ld sec until data is available . kt O
.rdatz:0000... 00000020 eld sec until data is available O

C
C
[
C
C
c
C
C
c
C
C
c
C
C
c
C
C
c
C
C
c
.rdata:0000... 00000021 [ This data is no longer available
.rdata:0000... 00000022 [ Problem #4 reading LockBox file:
c
C
C
c
C
[
c
C
[
[
C
[
[
C
[
[
C
[
[
C

rdata:0000... 00000036 Can't allocate enough memory to load file to memory: ,’
Problem #5 reading LockBox file:

.rdata:0000... 00000022

.rdata:0000... 00000028 Select folder where %s will be created.
rdata:0000... 00000021 ‘fou elected not to save file: s
.rdata:0000... 00000014 Can't create file:
.rdata:0000... 00000024
.rdata:0000... 0000000D
.rdata:0000... 0000000D
.rdata:0000... 00000005
.rdata:0000... 0000000C
.rdata:0000... 00000003
.rdata:0000... 00000013
.rdata:0000... 0000000D
.rdata:0000 0000001D
.rdata:0000... 00000009
.rdata:0000... 00000006
.rdata:0000 0000001E
Jrdata:0000... 00000012
.rdata:0000... 00000017
5’| .rdata:0000 00000012

* “Reveal file %s in Windows

explorer.exe
open

wI Explorer?”

o | |

e G

—disable-tmesync
AlgoMachines

Unable to create directory:
TimeLock

e.bin

5

s

k]

B G

Can't open file for reading:
File is invalid:

Problem reading file:
BTC_peer_list.bin




Xref Strings — Hackers Best Friend

dword ptr [rsp+ll4@@h+lpDirectory], ebx

rod, edi

\.I\.I-\.IlUUMUUUUT 3OMTIT AR S AT e Sd ESi
.rdata: 00860001 db 't to the BTC Network.',® rod, .
rdata:0BEEEE01 align 8 . * rdx, aldDayslLdHoursL ; '":_dwa;:s #1d hours ¥1d sec until data i
.rdata: 800008081 aldQay-' AL~me Ldb t80d doase 894 bovos LA ntil data is available',® rex, [rbprllieehtvar_11328]
.rdata:@e8ee80140 @ Rename M EF: sub_1 HFAS To sub_l46808658

rdata:DDEBEROL40 T : short loc_14@@8CCBC
.rdata:peeeenal4a aldHou % Jump to operand Enter
.rdata: 0000000140 . .

rdata:0OBEOBO14D IE Jump in a new window Alt+Enter
.rdata: 086600 8 aldSec @ Jump in a new hex window
.rdata:eeeeeee148
.rdata:@epeReeL4R aThisD L etk &
.rdata: 0000000140 List cross references to... Ctrl+X
.rdata:Beea080140

. R B - - -

YYyy
full = =
mov rcx, [rdx]

loc_14@88CCBC: 3 Memory mov rax, [rex]
98+3]| |mov rcx, rl3 call gqword ptr [rax+3]
98] call j_free jmp loc_146860170

mov rcx, [rsp+ll48eh+File] ; File
T |call fclose

xor réd, réd

xor edx, edx

mov rdi, [rbp+ll3@eh+var_11328]

mov rex, rdi

call sub_14882C484

nop




e
loc_14868CBCC: 3 Time
xor ecx, ecx
call _timesd
mov rbx, [rbp+ll3eeh+var_78]
cmp rbx, rax
jbe loc_l4eaaCDe3
v
lall s
sub rbx, rax
mawv rax, BC22E450672894AB7h loc_l4m8eCDas:
mul rbx cmp [rbp+1ll3@8h+var_78], rbx
mov rsi, rdx jbe short loc_14888CD03A
shr rsi, 1@h
test rsi, rsi
jz short loc_ 14888CC89
Y
Ll lall
imul rax, rsi, 15188h xar BCK, 80X 3 Time
sub rbx, rax call _timesd
cmp rax, [rbp+ll3@@h+var_7@]
jbe short loc_14866CD3A
| 1
lall =4
loc_l4eeaccas:
mov rax, 23456789ABCDF@13h
mul rbx
mav rdi, rbx
sub rdi, rdx
shr rdi, 1
add rdi, rdx
shr rdi, @Bh
test rdi, rdi
jz short loc_14888CC35




The “true” Path Leads to File Writin

M

loc_14888CFAG:

mov rax, [rbp+113@@h+var_11208]
= mov ecx, rlad
E@@ test rax, rax
jz short loc_14880CFCE
loc_14@08CET2: ¥
mov ra, [rbp+11388h+ua'_112D3]_ FEEE
lea rdx, aSelectFolderbh ; = here %s will be created cmp [rax], cl
lea rcx, [rbp+ll3@eh+var_1136@] jz short loc_14@88CFCB
call sub_14808B658 1
MoV rdx, [rbp+ll38eh+var_1136@] _
lea rcx, [rbp+ll3e@h+var 11378] P -
11 b_14608AEAR db 6eh, 56
£a sUB_ nop word ptr [rax+rax+@0e0e00eh]
test eax, eax
jnz loc_1408@CF38 —'L*
1 MIZE

loc_14e@eCFCa:

lea
call
mov
test
jnz

rex, [rbp+113@@h+var_11318] ; File

r9, [rbp+113@8h+var_11318] ; File
r9, r9
short loc_14@88CFAG

inc ecx

lea rax, [rax+1]

cmp byte ptr [rax], @

jnz short loc_1468@CFCe)

—
Yyy

PEE]
loc_14@88CFCB:
inc ecx
mov eax, dword ptr [rsp+l1488h+Size]
sub eax, ecx
mov edi, eax
add rex, rbx ; Str
mov réd, eax ; Count
mov edx, 1 ; Size
call
mov réd, dword ptr [rsp+ll4@@h+5ize] ; Size




TimeLock Mechanism == If Statements

Yy
loc_l4eaaCBCC: 3 Time
xor ecx, ecx
t} call
mav rbx, [rbp+11388h+var_78]
cmp rbx, rax
jbe loc_1480@CD83
= A J
— M
7h loc_l4ea8CD83:
cmp [rbp+1l2@@h+var_7@], rbx
jbe short loc_14888CD3A
xaor 8Ccx, ecx ;3 Time
call
cmp rax, [rbp+ll3edh+var_7@]
jbe short loc_14888C03A




What Happens If We Patch It Out?

Patch jbe -> mp



Patched Logic

i s =]
loc_ 14888CBCC: ; Time
XOr eCxK, ecx
call _timebd
mow rbx, [rbp+ll388h+var 78]
cmp rbx, rax
jmp loc_l4eaaCDes
FZE
xor eCH, BCX ; Time
loc_l4eBeCDes: call _timess
cmp [rbp+llz@@h+var_7@], rbx cmp rax, [rbptll3eehtvar_78]
jmp short loc_l4BeacD3A

jbe short loc_14888CD03A

il e =

loc_148B8C03A: ; File

Mo r9, [rsp+lld4aeh+File]

mow edx, 1 ; ElementSize
lea réd, [rdx+3] ; Count

lea rex, [rsp+ll4eshisize] 3 DstBuf
call fread

cmp rax, 4

jz short loc_14808C073




Looks Promising...

- Downloads ;. 8 )
| O Browse For Folder *
1P Select folder where BTCPrivatekey. bt will be created.
I
ﬂ . | | IimelLock - Copy.til
T . Deskto .
v P TimelLock - Copy
i ‘@ OneDrive E
On a Analysis -
3 This PC .
Thi '+ Librari i i i i i
vy tibranes = Reveal file BTCPrivateKey.bet in Windows Explorer?
o F Metwork
. [EE] Control Panel }-
& Recycle Bin
P5_Transcripts
Timelock Yes Mo
Folder: Analysis

Make New Folder Cancel




Loot #1

a5 a8 an. a0 = =" n n n n n £ S P 1 = = -1 -1

?i Mj ETCPrivateKey ted - Motepad

File Edit Format VYiew Help
marHere'S the private key:

= LIVhgihlF21lovwrW2D5VEY uwYaXDjsorQriXigdrQOMkBomzMEEy 2

b_1please send me a message at (https://www.algomachines.com/contact) which includes:

m—llj 98FF12E5-8F68-432F-8518-BEC252CA8876

b—i?} Sufficient instructions on how you did this so that I can plug the hole.
] —_—

ib_1]
ib_1l
ib_1
ib_1l
b_1l

After receiving the message and verifying the wulnerability, I'11 send you another 8.82 BTC.




| essons Learned:

Vulnerability:
* Checks placed after decryption is too late.
How to Fix:
* Time Is a secret, and needs to be involved In
the encryption process.
* Executables cannot be a root of trust.
* Key derivation should be handled by a third

party.




Challenge #2

Hand off your digital assets, even if you are no longer around (TimeLock V1.2 challenge)

Posted by ujcryptocomicon & days ago

Over the years I've seen many people wondering how they can transfer ownership of their digital assets in the future.
They don't want to give a loved one a copy of their wallet seed, but they do want to make sure that no matter what,
those assets are made available at a date in the future.

Timelock is a tool which I have developed to solve this problem, and probably many other problems which I am not
aware of. The free version allows you to protect a file of up to 10KBE with an un-hackable time lock, synced to the
Bitcoin Network.

I'm so confident in this technology that I've created a challenge LockBox file which holds the private key to an address
with 0.02 BTC.

Please give it a try.
MOTE: This is going to be much harder than last time.

More information at algomachines.com

Link to the challenge: challenge

Here's a link to the Creator screen for this lock box: Creator. This shows you the available time period for the lock box.
I'm also giving you the password and the answer to the one question... much more information than you would have if
you stumbled upon this file and wanted to crack it.

Here's a link to the TimeLock V1.0 challenge thread: Challenge #1



¥

What Changed?

security_researcher redditor for Lweek 1 point - 5d ]
I'm looking forward to seeing what has changed. I'll give it a go tonight, and I'll let you know how I get on. Can I ask

what you changed or is this meant to be a surprise?

Share Save Edit

Reply
4 cryptocomicon ,/® 1 point 5d g0 edited 5 days ago
¥ This can't be cracked by stepping over some logic. The data file is encrypted with the time lock data, not just the
password and answer.

The following data are required in order to crack the LockBox: Password, Answers, Available time range. However,
none of these items are stored in the LockBox. (BTW I'm giving you all of this data for Challenge2.x)

The only way that the program knows that you have entered the right password and answers is if decrypted data is
validated. The only way that the program knows if the BTC network time is inside of the required interval is if the data
file decryption (using current BTC network time) is validated.

Data file decryption workload is programmable, can be made quite costly. Even if you have the source code for the
program, the password and the answers, choosing a very high encryption cycle count for your lock box (and a narrow
available time interval) can make cracking a lock box very costly.

Encryption cycle count of 10 for Challenge2.x means that about 20 seconds of CPU time will be required to decrypt.
Reply

Report Save Give Award

Share

« “...encrypted with time
lock data, not just
password and [question]
answer”

* Decrypted data must now be
“validated”.

. Validation implies correct
BTC network time.



Plan of Attack

* Locate where the time Is passed into decryption
function, set it to future.

* We know what the times are. Keep an eye out for:

- 22/02/2019 00:00 UTC becomes 1550793600. Hex:
0x5C6F3B380

- 23/02/2019 00:00 UTC becomes 1550880000. Hex:
0x5C708D00



Opening Lockboxes

1 ..
Timelock X ~— Timelock x P
1el] :
Incarrect answer(s) or current time is not within the Timelock A N
1 window. cr _JA_ ' E
b el
Ok - —
' —
FFroUbAS fobE 3 LAIA AKEFD SUD_/rrolbdloldd+ra s To
7FFEDEA475EA align 18h
7FFED6A47590 alncorrectAnswe_@ db 'Incorrect answer(s) or current time is not within the TimelLock wi®
Address Length T}pe Stﬂng 7FFED6A47598 ; DATA XREF: sub 7FF6D681BD@@:loc_7FFED681DBD3To
D
rdata:0000... 00000012 C AnswerQuestionDlg xrefs to alncorrectAnswe 0 N O =
.rdata:0000... 00000013 C Incorrect answers. Directio Tyj Address Text
.rdata:0000... 00000047 = Incorrect answer(s) or current time is not within the TimeLock ;

Up o isub_JFF¢ 1BD00:loc_7... lea  rdx, alncorrectAnswe_0; "Incorrect answer(s) or current tim:

rdata:0000... 000000E2
rdata:0000... 000000AS
-

The project may incude one data file, which will be revealedinwhen a user answers all qu...

C
C The project may indude between one and five questions and answers. \n'nIn order to acc...

Cancel Search Help

g Line 1 of 1

FFEDBA4TEEL align &



Jumping to String

mov
call
mov
call
mov
call

ea
mp

rcx, rl3
j_free
rcx, [rsp+l138eh+File] ; File

3 Memory

@ o [El

3 Memory

j_free
rdx, aProblem4Readin ;
loc_7FFEDES1CDAED

"Problem #4 reading LockBox file:

L ]
Beee7FFEDEELCCSD
3 Memory BBEE7FFEDES1CC40
BeeR7FFEDEELCCAS
Beee7FFEDEELCCAA
38eh+File] ; File Beee7FFEDEELCCAF
Beee7FFEDEELCC52
3 Size Beee7FFEDEELCCST
3 val Beee7FFEDE8LCCSE
;3 Dst
3 Memory
ctedData ; "Unexpected data found in Loc "
—

I

P

D:
sp+11388h+var_11338]
6D6E1ATDE
sp+11388h+Filename]
sp+11388h+var_11338]
606819698

d

x
sp+11388h+var_11338]
6D683C5CE

i

606810181

Bepa7FFeD6E81DB0D3
Bepa7FFeD6E81DB0D3
Bepa7FFeD6E81DB0D3
Beea7FFeDeE10BDA
Bepa7FFeD681DBDF
Bepa7FreDeE1DBES
Beea7FFED6E1DBET
Beea7FFeD6eE1DEES
Bepa7FFeD681DBEE
Bepa7FFeD6E81DBF3
Bepa7FFED6E1DBFE
Bepa7FFeDeE1DBFE
Bepa7FFeD681DBFE
Bepa7FFeDeE1D168
Bepa7FFEDEE1D183
Bepa7FFEDeE1D168
Bepa7FFeD681D16E6
Beea7FFEDeE1D116
Bepa7FFEDEE1D11S
Bepa7FFEDEE1D11A

Beea7FFED6E1D168
loc_7FFEDGB1DA0D3: Be0e7FFEDE81D168 loc_J7FFEDES1DLGE:
lea rdx, alncorrectAnswe @ ; "Incorrect answer(s) or current time is " BB087FFEDEB1D168 mov [rbp+1128@h+var
lea rcx, [rsp+ll38eh+var_11338] BB087FFEDEB1D1T3 mov [rbp+11288h+var
call sub_7FFEDES1ATDG BB087FFEDEB1D1TA mov byte ptr [rbp+l
xor réd, rad
xor edx, edx
mov rcx, [rsptll3seh+var_11338]
call sub_7FFEDE83C5CE
mov réd, rila2d ; Size
xor edx, edx ; val
mov rcx, rbx ; Dst
call
mov rcx, rbx 3 Memory
call j_free
mov rcx, rl3 3 Memory
call j_free
mov rcx, [rsp+ll38eh+File] ; File
call Fel
jmp short loc_7FFED6B1D181




Looking Upwards

A J
MEE]
eaea7FFEDEB1CCES
BBBB7FFEDEBLCC63 loc_7FFRDGEBLCCES:
@0BO7FFEDEB1CCE3 mov [rsp+11386h+var_11348], 1
Baea7FFEDEBLCCEE mov [rsp+1138@h+nShowCmd], 4@@@eeeéh
BB0BTFFEDEBLCCTS mov [rsp+1138@h+lpDirectory], ril3
Baea7FFEDEBLCCTE mov rod, 18eh
@0BO7FFEDEB1CCTE lea r8, [rbp+11288h+var_130]
Baea7FFEDEBLCCES mov edx, rl2d
BBea7FFEDEBLCCEE mov rcx, rbx
Beea7FFEDEELCCEE call sub_7FFED6B183A0
BeRATFFED6E1CCI8 xor esi, esi
BeBa7FFED6BLCCO2 mov ecx, esi
BeRa7FFED6B1CC4 mov eax, esi
v
P

Beea7FFEDEBLCCI6
Be807FFEDE8LCCI6 loc_7FFEDRB1CCI6:

Bepa7FFED6ELCC96 cmp
Be0e7FFEDEBLCCIA jnz

[rax+rbx], sil
loc_7FFGDES10AD3

Beea7FFEDE51D8DA lea
Beea7FFEDE81DADF call
Beea7FFEDEB1DBES xor
Beea7FFEDEB1DBET xor

Baea7FFEDEE1DBES mov

[l s =

Be087FFEDEBLCCAR sub rl2, 4sh
BBPATFFED6ELCCAF movsxd rax, ecx
Be0e7FFEDEBLCCE2 cmp [rax+rbx], sil
BB0e7FFEDEBLCCEE jz loc_7FFGDES1CD3C

Beea7FFEDE81DAEE call

A J
To: sub_7FFED681BD@O:loc_7FFED681DED3
eaae7FFeDEE1DR03
Beea7FFED651D803 loc_7FFED681DA0D3:
BePBTFFEDE81DBD3 lea rdx, alncorrectAnswe_@ ; “"Incorrect answer(s) or current time is

rex, [rsp+l138eh+var_11338]

sub_7FFEDE31ATDE
réd, rad
edx, edx

rcx, [rsp+ll38eh+var_1133@]

sub_7FFEDE33C5CE

P
Beea7FFEDEELICCEC

rdx, [rax+rbx]




umping to String

v

Y
il 1 5= il 1 =
2aea7FFEDESLCOCA mov rex, rl3 5 Memory 2eaa7FFEDESLCO4E8 mov rcx, rl3 5 Memory
Bee87FFED631C9CD call j_free B2e87FFED6E1C94E call j_free
Bpea7FFED6B1C902 mov rcx, [rsp+l1388h+File] ; File Bpea7FFED6B1C958 mov rcx, [rsp+ll38eh+File] ; File
eeea7FFEDEBLCIDT7 call fclose epea7FFED68LC955 call fclose
Beea7FFEDESLCIDC lea rdx, alncorrectAnswe ; "Incorrect answers.”| |@@@E7FFEDEBLCISA lea rdx, aProblem3Readin ; “"Problem #3 reading LockBox file:
PREa7FFEDEBLCIES lea rex, [rsp+l1388h+var_11338] 8pAB7FFEDEBLLI96L lea rex, [rsp+l1388h+var 11338]
@aaa7FFEDEE1C9ER call sub_7FFEDGE1ATDA Aaaa7FFEDRE1C966 call sub_7FFEDGELATDG
BREA7FFEDEBLCIED xor réd, rad BpaR7FFEDEELC96E mov rdx, [rsp+11388h+Filename]
eRea7FFED6BLCIFE xor edx, edx epAA7FFED6BLCI7E lea rex, [rsp+l1388h+var_11338]
PEea7FFEDGELICIF2 mov rex, [rsp+l1388h+var_1133@] BBBa7FFEDEB1C975 call sub_7FFEDGE19B98
B8887FFED6BLCOF7 call sub_7FFGDGE3CSCE Beaa7FFEDGELCOTA xor réd, réd
Bpea7FFED6BLCIFC jmp loc_7FFEDGE1D1EL Ppaa7FFEDGELICOTD xor edx, edx
Bpea7FFED6BLC9TF mov rcx, [rsp+ll38eh+var_1133@]
epea7FFED6ELC984 call sub_7FFED6B3CS5CE
@pae7FFED6EE1CI89 jmp loc_7FFEDGE1D1E1




Looking Upwards

A J
s 5
Beea7FFeDEE1CIBE
@e087FFEDES1CIBE loc_7FFEDEB1CIBE
BBEE7FFEDEE1CISE mov [rspt+l138Bhivar_11348], 1
Beea7FFEDEB1CI96 mov [rsp+11388h+nShowCmd], 4ea8888eh
@B087FFEDES1CI9E mov [rsp+1138@h+1lpDirectory], ril3
BRRRT7FFEDEBLCOAS mov rad, 18h
BPEE7FFEDEE1CIAT lea r8, [rbp+ll28eh+var 148]
@B087FFEDEEL1CIBE lea edx, [r9+8]
Bee07FFEDEEL1CIB4 lea rex, [rbp+ll288h+var_188]
Be087FFEDESLCIBE call sub_7FFEDGEB183A8
@PEE7FFEDEE1CICA cmp [rbp+11288h+var_180], @
@e087FFEDES1CICE jz short loc_7FFEDE81CAG1

A J

FEE

Beee7FFEDEE1CABL

BeeB7FFEDES1CABL mov
Beee7FFEDESLCABC mov
BeeB7FFEDEELCALS mov
BeeBTFFEDESLCAIA mov
BeBA7FFEDEBLCA20 lea
B0BA7FFEDEBLCA27 lea
BBBATFFEDEBLICAZE call
BeeB7FFEDEBLCA3S nop

B00a7FFEDEBLCARL loc_7FFEDESLCAGL:

[rbp+11288h+var_1@ED8], @Fh
[rbp+11288h+var_1@EER], rsi

byte ptr [rbp+ll288h+var_l@EFe], @
rad, 10h ; Size

rdx, aNoConnectionTo ; "No connec
rcx, [rbp+ll28@h+var 18EF@] ; Dst
sub_7FFED6B143E@

ion to BTC Net

P

BeeB7FFEDEE1CA34

BeeB7FFEDEEL1CA34 mov
BeeB7FFEDEELCASE test
BBRE7FFED6S1ICAZE jz

Beea7FFEDEB1CA34 loc_7FFEDBBLCA34:

rax, cs:Memory
rax, rax
loc_7FFED6B1D11E

P

BeeB7FFEDES1CA4L mov
BeeB7FFEDEELCA4T xor
BeeB7FFEDEELCA4S test
Be0a7FFEDEBLCA4E jle

esi, [rax+3@h]

ebx, ebx

esi, esi

short loc_7FFEDEBL1CAGC

To: sub_7FF6DGB1BDOE+CCA

Baea7FFEDEBL1CACA
Baea7FFeDEBL1CaCD
BaBaTFFEDEE1CAD2
BeBaTFFEDEE1CADT
BeBa7FFEDEE1CADC
BeBaTFFEDEB1CIES
BeBB7FFEDEB1CIES
Beea7FFeDEBL1CIED
Baea7FFeDEBL1COFe

mov
call
mov
call
lea
lea
call
xor
xor

rcx, rl3
j_free
rcx, [rsp+ll38eh+File] ;

3 Memory
File

rdx, alncorrectfAnswe ; "Inc
rcx, [rsp+l1388h+var_11338]
sub_7FFBDBB1ATDE@

réd, rad

edx, edx




Setting Up Breakpoints

_
FIE
Baee7FFEDEELCCES
Baea7FFEDEBLCCE3 loc_7FFEDGBLCCE3:
@@pe7FFEDESBLCCE3 mov [rsp+ll38eh+var_11348], 1
Baee7FFeDEB1CCEE mov [rsp+11388h+nShowlmd], 48808888h
Baea7FFEDEELCCTS mov [rsp+1138@h+1pDirectory], ril3
Baea7FFaDEBL1CCTE mov rad, laeh
@@pe7FFEDESLCCTE lea rg, [rbp+ll2seh+var_13@]
©8867FFED681CCES mov edx, rizd
Baee7FFeDEBLICCEE mav rex, rbx
@@0e7FFEDEELCCEE call  sub_7FFEDEE183A@
Baea7FFEDEBLCCI8 xor esi, esi
Baee7FFEDEB1CCI2 mov ecx, esi
Baee7FFeDEBLICC94 mav eax, esi
FIE]
Beea7FFEDEB1CCI96
@8ee7FFEDE81CC96 loc_VFFEDEBLCCO6:
BReA7FFRDEBL1CCI6 cmp [rax+rbx], sil
Beea7FFEDEBLCCIA Jnz loc_7FFBD631DED3
48: 8015 0AA2Z00 T1ea rdx,qword ptr ds:[FFF&05EAFS68]

+ E9 AADOOOD

40: 383418

e

00

~ 0OF85 33040000

jmp timelock.7FF&0S5C7CDOD

C74424 35 01000000 mov dword ptr ss:firsp+38),1

C74424 25 00000040 mov dword ptr ss:firsp+28§, 40000000
4C:B96C2Z4 20
41: B9 00010000

mov gword ptr ss:firsp+20Q/,ri3
mov rod, 100

4C:8D85 50110100 1ea r8,qword ptr ss:|[rbp+11150%
41:5BD4 mov edx,rlzd

48: 8BCE mov rox,rbx

ES8 10BFFFFF call timelock.7FF&0OS5CFS3A0

33F6 xor esi,esi

S8BCE mov ecx,esi

BBCE mov eax,esi

cmp byte ptr ds:[rax+rbx],sil
jne timelock.7FF&0SCFDOD3

- e s

00007 FFE0



Decryption Function Found

Y% Dump 1

4% Dump 2

B4 Dump 3

B4y Dump 4

B4 Dump 5

B watch 1

[%=] Locals

Address

ASCIT

oo0001C12EO04DEBD
00000 1C12EO04DEDO
ooO0001C12EO4DEAD
00000 1C1Z2EO04DEED
oo0001LC12EQ4DECO
00000 1C1Z2EO4DEDO
oo0001C12E04DEED
00000 1C1ZEO4DEFO
ooO0001C12E04DFO0
Ooo001LC1ZEQ4DFLO
OoO0001LC12EO4DF 20

AB

AB

O R R R
1b1b1b1b'ﬂ o=.
.52 YE, yqa}
¥, . 'N=..QE. §
L0AT oY, £.C.
bl .7 }}fft'
} L0C. . ARYN-
bn5 6arh. ID"'
..0|ZE.F £.8- kl..lri
"txAI xne...D:u

P T e T

T

ONCCnYT 1 SEO AT T 5

Address

ASCTII

Oo000LCIZEO4DESD
OO000LCLZEQ4DESD
O0000LCLZEQ4ADEAD
CO0001CLZEQ4DEED
CO000LC1IZEQ4DECD
CO0001C1I2EO4DEDD
Co0001C1I2EO4DEED
Oo000LCIZEO4DEFD
OO000LCIZEO4DFO0
OO000LCLZEQ4DFLO
OO000LCLZEQADF20

OO T I EOANE 3N

Ao B o oo R B

seCret2. TXT. AAMA

AAAAANAAARARANA A

Ll —— JJ

# st




Validation Loop Immediately Below

eeea7FFeDeB1CCES mov edx, rlad
Beea7FFEDE8LCCEE mov rcx, rbx
eeReTFFEDEBLCCEE call sub_7FFEDGRE1E34A8
ApRRTFFEDEB1CCI8 xor ezi, esi
eeaa7FFEDE81CC92 mov ecx, esi
eeaa7FFeDE81CC94 mov eax, esi

' 9

bl e =

geaa7FFeDeslCCo96

Baea7FFEDEBLCC96 loc 7FFEDEBLCCOG:

Beea7FFEDEE1CCIE cmp [rax+rbx], sil

@epayFFEDEE1CCIA jnz loc_7FFeDEB1DOD3

Y

il st =
BBBa7FFEDEELCCAR inc eCK
BBea7FFEDEBLCCAZ inc rax
appa/FFEDE31CCAS cmp rax, 48h
eepavFFEDEBLCCAD jl short loc_7FFEDBBLCC9E

. s I



Breakthrough Found

inl = NEROTE RN

TR e e R g LN W L L Ly

Ce&85 20030000 00
482 8B05 56302800
48:0305 57302800
45: 2885 10110100
3302

0x5C4E2C15 looks familiar

Converting to decimal: 1548626965

This is a Unix timestamp!

28/01/19 11:09:25

[LLT

mov byte ptr

mov rax,qword ptr ds:
add rax,gword ptr ds:
sub rax,qword ptr ss:

xor edx,edx

RN =1 - .

[ =
- - Y}

REX
RCX
RDX

R5F
R5I
RDI

B RE TRy

:krbp+39204§,

:?FFEDEEFFEED
| FTFFGOSEFFBCS
[rbp+11110]

Q00000005 C4E2C1S
QOO0 OO0 0000 B
CO0001C1 2A4 10000
CO0001C1 2A4 10000
ooo00072D26EDEBZ0
QoO00007 2D26EDY 20
QOO0 000000 000008
OOO001C1I2ELIS 95 40

[



Modifying Timestamp

~ Hide FPU
BAX OOo000000SC4EZCLSE
ock on this compute | REX 0000000000000008 BAX 000000005 C6FAGZS
& ear X faoo REX  0000000000000008
GEDT7Z0
Expression: |noonononscsFAsz4l | 223233 F:.':.h:. DDDDDlClEAq'lDDDD
oytes: ancersco000950 | hooooos RDX  000001C12A410000
Signed: (1550820900 | EEEEEE BEEE 0000007 2D26EDB2Z0
wegost | [1550520500 | Jooooos RSP DO00007 2D26EDT 20
000001
ROT  faogecs RSI  0000000000000008
c7cB71 RDI Qo000 LC12ELS 95 440
I 000000212
uuuuuuuuuuuuuuu T T PSR s
~ B9 AAQOOO00 jmp timelock.7FFF&OS5C7CDOD
C74424 385 01000000 mov dword ptr =s:[rsp+33],1
» C74424 28 00000040 mov dword ptr ss:[Qrsp+23), 40000000
# 4C: 89624 Z0 mov gword ptr ss:|irsp+20f,rl3
L 41: B89 00010000 mov rad, 100
» 4C: 8085 50110100 Tea r8,qword ptr ss:rbp+11150§
# 41: 58D 4 mov edx,rlz2d
» 45:8BCE mov rcx,rbx
[ EE 10OBFFFFF call timelock.7FF&0O5C7E3A0
#| ; i IFG wor esi,esi
@& || 00007 FFEOSCTCC D2 BCE mov ecx,esi
L ] BBCG mov eax,esi
-+ 40: 3583418 cmo bvte ptr ds:Trax+rbxl.si1




Stepping Over Decryption

Beoump1l  @pump2  @Moump3 BMoump4  Bloumps @ watch1i  [x=lLocals 4 Struct
Address Hex ASCIT
O00D001C1ZF3906B0 | AE ABE ABE AB|AE ABE AB AE|AE AB AB AB|AB AB AB AB| ceacceacaadaaaaas
000001C12F3906C0 | 00 OO0 00 OO(00 00 00 00|00 00 OO0 00|00 00 00 00| e e e eenannnnns
000001C12F390600 | 00 00 00 00|00 00 00 00 |8C 80 F4 OF (1A 09 10 35| ..ueeenen. O....5
000001C12F3906ED |AF 62 57 AS|(BD CO 1A F5|E3 ED 7F AF|DC F4 EF 6D |[ bweid,.0ai. Uoim
000001C12F3906F0 |57 18 3B SC|86 AC C6 F5 |34 BB FZ 52|63 E4 AA 36|W.:'.-f04nDRCAZE
000001C12F390700 |50 04 B7 44|B7 3C EB BD|EF 32 09 58|61 2A 65 73|P..D.<é,C2.Xa"es
000001C12F39D0710| 05 48 C7 CL|AF 66 BF CC|8A FB FZ2 4F |07 CF BB 45| .HCA f.I.000.I.E
000001LC12F390720|EB 9D 5A 76(|ZE 00 27 4E(23 7C 43 74|89 9E 71 FO|&.Zv.. 'N#|CtL..qD
000001LC12F390730| 56 3A E1 44|63 AB 50 20|91 31 31 2Z(BD 00 44 63| [:aDi«P-.11"%.1cC
00000LC12F39D740| 2D 5B 62 D7 |87 F7 D8 EA|27 79 €6 ALl|71 5A 66 98(-[bx.+8&'yLjqzf.
000001C12F390750| 40 DF 47 OB|9D BA A4 26|23 EZ 6C CO|EA 64 BF 30|@RG...R&23lA&d.0
OGOl 1 2RO TEn Ti& T A 20 BT OF LCLC DA D A e 1.4 o O3 14 £ 4 Iﬂﬁ-'f.;. 11 ' W =
I"'nmm:mrl'l

Address Hex ASCII

000001C12F39DGEB0 | AE AE AB AB|AB AB ABE AE|(AB AB AB AB|AB AB AB AB | ooiee 6 e aasaaass
000001C12F3I9D6C0O| 00 00 00 00|00 00 OO0 00|00 OO0 00 00|00 00 00 00| @ v e eeneennns
000001C12F39D6D0 | 00 00 00 00|00 00 00 O0(8C 80 F4 OF|1A 09 10 35| .v.eeunnna 0....5
000001C12F39D6EQ DD 00 00 OO|00 OO0 OO OO|(00 OO0 00 00|00 00 00 OO0, oo e e ieeennnn
000001C12F39D6GF0| 00 00 00 00|00 OO0 OO0 00|00 OO0 00 00|00 00 00 00| @ v e e enneennns
000001C12F39D700| 00 00 00 00|00 O0 OO0 00|00 OO0 00 00|00 00 00 00| @ v e eeneennns
000001C12F390D710| 00 00 00 00|00 OO0 OO0 00|00 OO0 00 00|00 00 00 O0| @ vee e enneennns
OO0OD0DLC12F39D720 | 4C 6F &3 GB|42 GF 78 Z2E|432 68 61 6L |6C &5 &E &7 |LockBox.Challeng
000001C12F39D730(| 65 ZE 32 2E|70 72 &9 76|61 74 &5 SF|GBE &5 79 Z2E|e.Z.private_key.
O0000LC1ZF3I90740| 74 78 74 00|43 6F GE &7 |72 681 74 75|61l 74 &9 6F | txt.Congratuatio
000001C12F39D750|6E 73 21 20|59 GF 75 20|68 61 76 65|20 73 75 63| ns! You have suc
i Y Ol e e ™ el ol 3 T T TFIELEL O TC e S 1 To 0 S LS Ve Th L& S0 Pl - 1 F11 D Vsr vl o




Looks Promising...

SHIErSPTLUR, LS |

"I 1 Browse For Folder *
7EF .
Select folder where LockBox. Challenge. 2.private_key. tt
will be created.
Is: [
FFE& Sun -
5 Application Data !k Timelock
‘FEO [Z5] Contacts vl
: s Coockies H:'_E
'EEE_ v [ Desktop _kr Feveal file LockBox.Challenge. 2. private_key.tut in Windows
K -
Pty PS_Transcripts el Explorer:
ptr Timelock_2 e
|if| Documents
; Downloads p 8 Yes Mo
r Favorites
b I i
Folder: |-|—"'“E|-'3‘:k_2 |
ils
bip Make Mew Folder Cancel
5.

<5 )



Loot #2

? Graph |_d° LDQ ._r' Motes (] ErEakairltS |m=a| MEH‘IDFY Map Ol o lma 0 | o oocaa | el = 2 | BNl o 0 1 | £ % o |~ I N

1 ™ |

mj LockBox.Challenge.2. private_key.txt - Notepad

File Edit Format View Help
kungratuatiuns! You have successfully completed Timelock Challenge #2.

Please contact me via: https://www.algomachines.com/contact
I will pay you an additional 8.82 BTC for a detailed report describing how you cracked Timelock VW1.2.

1Public BTC address for the reward:
3NuEijXKmnRUeri9DFvDZ2F5RDkHLUBgNS

T

Private BTC address for the reward:
KyYwEbv] FFGyHGQCRHYNvASQAMmNMEtgcgHsgmo LTWE21Y4rimc UV




| essons Learned:

Vulnerability:

» Secret was found and replaced, with no additional validation.
How to fix:

* Secrets should be hashed, so they are difficult / impossible to
locate.

* Keys should not be generated locally, but instead supplied by
a trusted third party.



Challenge #3

Posted by ujcryptocomicon 9 days ago

TimeLock your digital assets

Over the years I've seen many people wondering how they can transfer ownership of their digital assets in the future.
They don't want to give a loved one a copy of their wallet seed, but they do want to make sure that no matter what,
those assets are made available at a date in the future.

Designing an un-hackable TimeLock is challenging. This is my third version and the third challenge, with a 0.02 BTC
reward.

Please give it a try.

More information at algomachines.com

Link to the challenge: challenge

Here's a link to the Creator screen for this lock box: Creator. This shows you the available time period for the lock box.
I'm also giving you the password and the answer to the one question... much more information than you would have if
you stumbled upon this file and wanted to crack it.




Plan of Attack

* Launch a “Sybil” Attack
— Introduce malicious nodes as the network.
- Behave exactly like legitimate nodes.
- Have time set to the future.
— Disable internet access and force local nodes.



ImeLock Uses DNS Seed Nodes

s . . . e ¥ Domain Mame System (response)
Bitcoin Metwork Connection Status . Transaction ID: @xBan2
E Flags: @x8188 Standard query respense, Mo error
I 0 of 8 peers connected | Questions: 1
Answer RRs: 21
Authority RRs: @
( Additional RRs: @
{ ¥ Queries
Cancel . dnsseed.bluematt.me: type A, class IN
Answers
00 _-'!EFEE dnsseed.bluematt.me: type A, class IN, addr 142.93.167.187
T B - = dnsseed.bluematt.me: type A, class IN, addr 78.128.24,242
dnsseed.bluematt.me: type A, class IN, addr 144.76.99.2@9
dnsseed.bluematt.me: type A, class IN, addr 24.181.67.5@
dnsseed.bluematt.me: type A, class IN, addr 95.161.12.45
dnsseed.bluematt.me: type A, class IN, addr 188.193.164.196
Seedb|tCO|nSp|abe dnsseed.bluematt.me: type A, class IN, addr 169.229.198.185
dnsseed.bluematt.me: type A, class IN, addr 91.121.97.23
. dnsseed.bluematt.me: type A, class IN, addr 95.216.111.121
bltseedeZOrg dnsseed.bluematt.me: type A, class IN, addr 111.98.159.213
dnsseed.bluematt.me: type A, class IN, addr 45.28.67.1
. . . dnsseed.bluematt.me: type A, class IN, addr 86.15.59.249
dnsseedb'tCC)'ndaSthorg dnsseed.bluematt.me: type A, class IN, addr 45.128.52.199
dnsseed.bluematt.me: type A, class IN, addr 37.59.63.56
dnsseed.bluematt.me: type A, class IN, addr 24.218.98.8
dnsseedbluemattorg dnsseed.bluematt.me: type A, class IN, addr 129.122.222.134
dnsseed.bluematt.me: type A, class IN, addr 98.228.169.22
mISSIOnCtH |nf0 dnsseed.bluematt.me: type A, class IN, addr 144.76.78.214
. dnsseed.bluematt.me: type A, class IN, addr 95.84.156.162
dnsseed.bluematt.me: type A, class IN, addr 71.13.92.62



Rolling Our Own DNS

ljg basedns.py - C:/Users/Analysis/Desktop/basedns.py (3.7.2) - O * sz *Python 3.7.2 Shell* — O
File Edit Format Run Options Window Help File Edit Shell Debug Options Window Help
#!/usc/ fenv py ~|Python 3.7.2 (tags/v3.7.2:%a3ffc04%2, Dec 23 2018, [MSC +.1916 64 bit

$# (c) EU_QIPat:

DNS_HERDER LENGTH

s
=
r

ocketserver
ys
andom

1z

# TODC make some DNS database with IPs connected to regexs

IF

M.

SHandler (socketserver.BaseRequestHandler) :
handle (self):

socket self.request[1]

data self.request[0] .strip()

# If reguest doesn't even contain full header,
if len(data) < DN5_HEADER LENGTH:

don't respond.

; to read guestions - if they're inwvalid, don't respond.
all gquestions = self.dns_extract_guestions(data)
IndexError:

# Filter h have QTYPE=A and QCLASS5=IN
# TCDC t QTYPE filter
accepted gquestions = []
for guestion in all guestions:
name = str(b'.'.join(guestion[’ 1), encoding )
if guestion[’ LN | hx0 ' 1 question['gclass']
accepted guestions.append(guestion)

nt ("% 32md } iSm" . format (name) )

' . format (name) )

=1

self.dns_response header (data) +

self.dns response_guestions(accepted guestions) +
self.dns_response answers (accepted gquestions)

response

v
Ln: 10 Cok 0

(AMDE4) ] on win32

Type "help", "copyright™, "credits" or "license ()" for more information.

i |
== ====== RESTART: C:\Users\Analysis\Desktop\fakedns.py ==

l[3émStarted DNS server.l[39m

0[31ml.0.0.127.in-addr.arpal[3%m

I[32mhello.ss.internall[39m

I[31lmhello.ss.internall[39m

I[32mwpad. internall[39m

I[32mwpad. internall[39m

0[ 32mwpad.internall[39m

I[32mwpad. internall[39m

[[32mwpad.internall[35m

I[32mwpad. internall[39m

Fail

e

====== == RESTLRT: C:/Users/Lnalysis/Desktop/basedns.py ==

l[3émStarted DNS server.l[39m

I[32mwpad. internall[39m

0[31ml.0.0.127.in-addr.arpal[3%m

I[32mhello.ss.internall[39m

I[31lmhello.ss.internall[39m

0[31ml.0.0.127.in-addr.arpal[3%m

I[32mhello.com.internall[39m

I[31lmhello.com.internall[3%m

[[32mwpad. internall[35m

I[32mwpad. internall[39m

i
Ln:28 Cok0]



Adding Randomised DNS Entries to Looku

records = k"'
gquestion questions:
i range (1, 21}):
record = L''

label gquestion['nams="]:

# Length octet

record 4= bytes([len(lakel)])
record += label

handle

record += question['qg

#C 5 — just o ]

# TODD QCLASS wal iz superset of
record 4= question| "]

# TTL - 32 bit unsign integer. Set to

# should

record +=
# RD GTH -

record += k'
# RDATA - in case of QTYPE=A4 and it's IPv4 address.
temp IP = IP + '.' + str(random.randint(l, 200})
temp IP = temp IP + '.' + str(random.randinc(l, 200))
temp IP = temp IPF + '.' + str(random.randint(l, 200})
record += b''".join (map (
®x: bytes([int(x)]).,
temp IP.splic('.")

I
records += record
records




Starting Our Bitcoin Node

Date & time

Date and time
7:26 PM, Saturday. 9 March 2019

Set time automatically
@ o

Set time zone automatically
@ of

Change date and time

Change

BN Command Prompt - "C\Program Files\Bitcoin'.daemon\bitcoind.exe”

init mes

in
[default
[default

1let] nFileVersion
wallet] K

Z [default w

146 add
dnsseed

esses fr
es found f

2801 w/ metadata, 2881 total.

16

eeded, ® failed, @ expired, @ alrea

Unknown wallet re|

there




Did We Hack The Thing Yet?
& M -

[ Bitcoin Network Connection Status "
TIE .
| 5 of 8 peers connected

C
i

| Cancel |
N \ : — . . EEEFEE




When Stuck — Search Strings

Address Length Type String

‘s'| .rdata:0000... 00000034 C AddSeedMode() : already has seed node matching url :
‘s'| .rdata:0000... 0000003E C AddSeedMode() : - no more than 32 seed nodes may be added.
‘s’ .rdata:0000... 000000A1 C Connect() : number of seed nodes is zero and the size of peer_info is less than 50, must h...
‘s'| .rdata:0000... 00000045 C Connect() : number of seed ports is not equal to number of seed urls
¥
MIZE
BaeaTFFE13464093
BERAYFFE13464098 loc_7FFE13464D95: ; Size
BeRE7FFE13464D98 mov r8d, 35h
PPBB7FFE13464D9E lea rdx, aAddseednodeAlr ; "AddSeedNode() : already has seed node 1|
BEGATFFEL3464DA5 mov rex, rsi ; Dst
PeBRTFFE13464DA8 call sub_7FF6134643A0
BOBATFFE13464DAD cmp [rdil, bl
BeBA7FFE13464DAF jz short loc_7FF613464DBE
N

il e 53
90007FF613464DB1 or rbx, @FFFFFFFFFFFFFFFFh

BBBe7FFE13464DB5

@0007FFE13464DB5 loc_7FF613464DB5:
P0807FFE13464DB5 inc rbx

BBBA7FFE13464DB8 cmp byte ptr [rdi+rbx], @
20807FFE13464DBC jnz short loc_7FF613464DB5
|




Determining How Seed Nodes are Added

k|
FFE
@8B8T7FFELI477E8D1 mov ecx, S0h
@eRe7FFE134778D6 call sub_7FF613476C38
8@887FFEL34776DB mav rdx, rax
00087FFE134778DE lea r3, [rbp+108h+var_6a]
(0ORETFFE13477BES call AddSeedNode__
BeRETFFE1I4T78EA test al, al
@@RTFFELI4TTBEC jnz short loc_7FF61347794E
i
FFE
BERaTFFEL347794E
BORETFFEL1347794E loc_7FFE1347794E:
8@B8TFFEL347794E mav ecx, SEh
0BBETFFE13477953 call sub_TFF613476C38
BEBATFFEL13477958 mov rdx, rax
0e0E7FFE13477958 lea r9, [rbpti@eh+var_58]
0BBETFFE13477962 call AddSeedNode__
BRRETFFE13477967 test al, al
BERETFFEL13477969 jz short loc_7FF6134779C2
h i
FIME
8@887TFFEL3477968 mav ecx, 5Fh
0BBOTFFE13477978 call sub_7FF613476038
[B@BETFFEL34T77975 mov rdx, rax
BOBETFFE13477978 lea rd, [rbpt+i@@h+var_6a]
0BRETFFE1347797F call AddSeedNode__
B@RETFFE13477984 test al, al
8@Ba7TFFELI477986 jz short loc_7FF6134779C2
h i
[8@887FFE13477988 mav ecx, G8h
@308 7FFE13477980 call sub_7FFG13476C38
[B@B@TFFE13477992 mov rdx, rax
BOBETFFE13477995 lea r9, [rbp+ieeh+var_s@]

@308 7FFE1347799C call AddSeedNode__
BBROTFFE134779A1 test al, al

B@BRTFFEL34779A3 jz short loc_7FF6134779C2
¥

[B@887FFE134779A5 mav ecx, Glh
@B0a7FFE1347734A call sub_7FFE13476C38
[B@BATFFE134TT9AF mov rdx, rax
Beee7FFE13477982 lea r9, [rbptieéhivar_s@]
[@@0a7FF613477989 call AddSeedNode__
BOROTFFE1347798E test al, al
[@@ee7FF6134779C8 jnz short loc_7FF613477496

¥



Open Debugger; Set Breakpoint

ﬂ Timelock.exe - PID: 3A8 - Module: timelock.exe - Thread: Main Thread 1584 - xb4dbg — O *
File View Debug Trace Plugins Favourites Options Help Jan 20 2019
DE 0l ¥ § taldEasPfis a0l B
ﬁ CPU @ Graph | Log [ Motes ® Breakpoints B8 Memory Map [ call Stack =3 SEH 143 Seript & Symbals <> Source +' References 'S Threads </ Snowman EI Handles £7 Trace
7 1 4C: 8D85 ADO00000 Tea r8,qword ptr ss:|irbp+ac] ~| wide FPU
48:8B15 C5452800 mov rdx,qword ptr ds:[7FF6136FBES0] D0007FF6136FBE
E8 EOESFEFF call timelock.7FFEL3465EAD 1
i 24 RAX 0DOD0D2AAALS30630
48: 8B05 39432800 mov rax,gword ptr ds: [FFF6136FBCO0] o, REX  0DDODZAAALG13560 L : \\WindowsY\system32y \mswsock. d11"
8378 50 32 cmp dword ptr ds:[rax+50],32 32:'2 RCX 000002AASCE40000
~ OF8D 35010000 jge timelock.7FFE13477ADG ; . =
B9 S5DO00000 mov ecx,5D ' RDX DDDDU..AAQCO-‘%D.DDD
f ES 55F3FFFF €all timelock.7FF613476C30 REP  ODODOODCS3FSADIED
i 48: BBDO mov rdx,rax RSP O00000CE3FEADDBD
! 4C:8DSD ADOOOOOD lea r9,qword ptr ss:|[[rbp+aof] RSI  0DO0O0OC53FSAD3DO
! ES OGD4FEFF €all timelock.7FF613464CFO RRI  0000000000000000
1 24C0 test al,al
| ~ 75 60 jne timelock.7FF61347734E RS 0000000000000001
3 48:8B1D 0B432800 mov rbx,gword ptr ds:[7FF6136FBCO0] RO 0D0002AMALSFGADL
g 48: B5DE test rbx,rbx
! : . ' R10  ODOODODODFFFFFFFF
E 0 ~ 74 10 je timelock.7FFE1347790A R11 000000CS 3FSACES 0
1 43: 3BCE mov_rcx,rbx y
b ES DEDOFEFF call timelock.7FF6134649E0 iz 0DDODODODODDOOOO
1 43: BECE MoV rox,rbx R12  0DOODOD2AAAZ3T2040
A1 ES 9ED30000 €all timelock.7FFE13484CAB R14  000DO0OCS53FSBE4CO
id 48:8930 EF422800 mav qword ptr ds:[FFFE126FBCOO] ,rdi R15 000000CS3F5AD3 28
! 48: 838D BB0O0ODODOOD 10 |cmp gword ptr ss:ffrbp+esl,10
1 w 72 13 jb timelock.7FFE1347792E RIF  OODDO7FFE13477EDL timelock.0DDDOFFFE134778D1
[ i 43:8B95 AODO000000 mov rdx,qword ptr ss:|[rbp+ac] ||
| . 4g:85D2 test rdx,rdx ]
1 1 . - - _
LTS e ———— L 2 A R v | Default (x64 fastcall) ~ [5_[2][ Unlocked
4444 g > 1: rcx 0DDDDZAASCE40000
et LT 2: rdx 00DDDZAASCE40000
Ed'i;lﬂ Z: r& 0000000000000001
4: r9 000002AAALSFGEADL . .
.text:D0007FFE13477927 timelock.exe: $17927 #16D27 5: [rsptz8] 0D0DDZAAALEL3560 "C:ii\Users'i\Analysisi\AppDatai\Roaming\\A
5 (=it 000002AASCED22ED
Woumpt  @oump2  WWoump3  @oumps  @Woumps & watchi  lx=lLocals 4 Struct D000000000000000 ~
000000000000AI1E
O L= SO ~ 0000000000000000
a 00007FFB02FD1000 CC) CC CC CC|CC CC CC CC(CC CC CC CC|CC CC CC CC IIII;IIIIIIIIIII 000000009E29DETD
00007FFB02FD1010| 40 53 48 83 |EC 50 48 8B|84 24 38 00|00 00 4D 8B|@5H.T1PH..5....M. - »EEa anas
00007FF802FD1020|D9 48 83 CO|07 45 8B DO |48 83 EO F8|48 8B DA 66| UH.A.E.DH.aoH. Uf B0 P FS00r 38032 |return to COnlg 320 COUARRBCUR BUS2
] 0000FFFE0ZFD1020| 85 C9 OF 85 (8C 75 0OA 00|44 8E BC 24|80 00 00 00|.E...u..D..%5.... T T TR T IET
00DOFEFS02FD1040| 4D 8B C3 48|89 44 24 23|41 8B D2 43|88 84 24 90|M.AH.DS(A.OH.. 4. TR e TR )
DOO0O7FFS02FD1050| 00 00 00 48|8E CB 48 89|44 24 20 ES8[0C 00 00 00|...H.EH.D$ &....| | | UEudouee=resin ] JURRHeRn s J0TEt
00007FFB02FD1060| 48 83 C4 50|5B €3 CC CC(CC CC CC CC|48 89 5C 24 [ATIITYIIH.NS w (€ >
Command:l |Default hd
| Running |Tl'vead 1740 created, Entry: nidll. 0000 7FF802FEBEE0 Time Wasted Debugging: 0:03:13:47




Breakpoint Hits, Familiar DNS Entry

4C: BDBE AQOOQDOO00D
48:8B15 C5452800
E8 EOESFEFF
48: BE05 39432800
8378 50 32

~ QFBD 25010000
B2 5D000000
E8 S55F3FFFF
48: BEDD
4C:8DED ADOOOODO0
E8 OGD4FEFF
84C0

~ 75 &0
48: 8E1D OB432800

Tea r8,qword ptr ss:[rbp+aAcj

mov rdx,qword ptr ds:[FFF6136FBESO]

call timelock.7FF613465EAD

mov rax,qword ptr ds: [7FFE136FBCOO]

cmp dword ptr ds:[rax+50],32
jge timelock.7FFELl3477ADE
mov ecx,5D

call timelock.7FF613476C30
mov rdx,rax

lea r9,qword ptr ss:[Erbp+ac]
call timelock.7FF613464CF0
test al,al

jne timelock.7FF61347794E

mov rbx,qword ptr ds: [7FFE136FBCOO]

test rbx,rbx
je timelock.7FFE1347790A
mov Fcx,rbx

REX
RCX
BLX
REP
RSP
RSI
RDI

00000 1FBFS0EFDS0
O00001LFEFS1B55A0
ooo000FFFFRFFRF
OO0 0000000000000
0o0000135 2BAD 260
000000135 ZBAD 160
o000 135 2BAD 4580
OO OO OO O CHOHD D)

"missionctrl.info™
"Ciyh\Usersihanalysi



What Happens If We Do It Again?

loc_7FFB1347794E:

mov ecx, SEh
call sub_7FFE13476C30
mowv rdx, rax

lea rd, [rbp+l@eh+var_6@]
call AddSeedNode__

test al, al
@aBRTFFE13477969 jz short loc_7FF6134779C2

Y
BeBBTFFE13477966 mov ecx, 5Fh
@BRE7FFE13477970@ call sub_7FFBl3476C3@
BRBETFFE13477975 mov rdx, rax
BBBAT7FFE13477978 lea r8, [rbp+ledh+var_6@]
BBBAT7FFE1347797F call AddseedNode__
BRBBTFFE13477984 test al, al
@eRRYFFE13477986 jz short loc_7FFE134779C2

A J

mov ecx, 68h

call sub_7FFB13476(3@
mov rdx, rax

lea r8, [rbp+l@dh+var_68]
call AddSeedNode__

test al, al

jz short loc_7FFE134779C2
h 4
BRBETFFE134779A5 mov ecx, 6Glh
BEeaTFFE134779AA call sub_7FFB13476C30
BEBaTFFE134779AF mov rdx, rax
BBBETFFE134779B2 lea r3, [rbp+l@8h+var 6

BBeA7FFE134779B9 call AddSeedNode__
BReE7FFE1347796BE test al, al
8888?FF6134—?7|9C8 jnz short loc_7FF613477A86




Modify DNS Entry, Avoid Conflicts

BRAX 000001FET 24D0DD 00 "seed.bitcoin.sipa.be”

REX 000001FB7FS 185540 "CiiyMUsersihanalysisihappbatassRoamingy\Alc

RCX 00000000FFFFFFFF

BDX OO0 000000000

REP 000000135 2BAD 260

RSP 000000135 2BAD160

R5I 000000135 2BAD 480

RDI 0000000000000:00:0

i . 7984 | 84C0 |TesT a1,al

| 3 - .

i E : :‘.I___ MDdlnyEmE W c:-llgﬁk.?FF5134??9CZ

o . Cimelock. 7FF613476C3

1 . o dx , rax

ii . Expression: |lEgi | 9,awnrd ptr ss:[Brbp+

1§ . timelock. FFF613464CF

= 1,al
i i '____: Bytes: |69 | En-llirLr FCCCAZATTOMD
ot
A

rdx=0 = Signed: |1DS
rax=000001FBE7 940DD00 "S559
L text:00007FFGEL3477958 tin e |1DS |
§Ypump 1 @ypumpz @Y ASCIL | """" i | tch 1 [*=|Locals &
Address Hex ASCII
DOOO0LFE7 94DDCD0 | AE AE AB Cancel E|scaqasasaaeaipi1p
DO0001FB7 94DDCED | 00 00 00 SORCESECODECREECC
DDODOLFBT94DDCFO | EE FE EE rerem—ro——eo—re re—or—arorw—wr—2 | ipibipip. ".wh. .2
0O0O001FB794DDD0O0O | 73 73 73 73 |2E 62 69 74|63 6F 69 6E|ZE [F3] 69 7O SSSS.thCDTnZSTp
O0O00LFBF24DDD10| 61 2ZE &5 65|00 FO AD BA|(OD FO AD BA|EE FE AB AB a.ee.a.t.a.=1b5«
00000LFBE7 9400020 | AB AB AE AB|AB AB AE AB|ABE AB AB AB|AB AB EE FE|secccccecascce]
CQO0001FB7234DDD30( 00 00 00 00|00 00 OO0 00|00 00 00 O00(00 00 00 00) ... .sesenannanns

Address

ASCIT

000001FET 24DDCDO
O00001FBY 94DDCED
O00001FBT 94DDCFO
O00001FET 24DDD 00
000001FBEY 94DDD 10
000001FBY 94DDD 20
O00001FET 24DDD 30

EEEEEEEEEEas 1D
ipipipip.".wh..2
Seed.bitcoin,sip
a.be.d.®.8.°%ipas
sEsEEEEEEaEEaa1]




Looks Promising...

T p 1 v A s o e 1

et it

4 Browse For Folder

Select folder where
TimeLodk,YChallenge. V1. 3.PrivatekeyReward. tut will be
created.

@ OneDrive
v a Analysis
Jddlerc
) 30 Objects
A AppData
Local
Locallow
A Reaming
Adobe
v AlgoMachines

Falder: LockBoxes

Make Mew Folder

D D T T T T T N Dy

Timelock

Reveal file TimeLock.VChallenge 1.3, PrivateKeyReward.txt in

Windows Explorer?

Yes

Mo




Loot #3

mj TimelLock VChallengeV1.3.PrivateKeyReward - Motepad

File Edit Format View Help
kell done!

You have successfully completed the Timelock V1.3 challenge.

I am impressed!
Please contact me via: https://www.algomachines.com/contact

I will happily send you at least B8.82 BTC for a detailed report describing how you cracked Timelock V1.3.

Timelock 1.3 challenge reward public address: 34rdPbKUMZ2odwflEVZInxx9d3klrikghzD
Timelock 1.3 challenge reward private address: Kx4TLBeaMLG19%wkeocVXEYGBIBTWErKunTwnPfVouXf5tD1U1MIj



| essons Learned:

Vulnerability:

 DNS cannot be trusted, can be easily manipulated.

* Executables cannot be trusted as attackers can easily redirect execution flow.
* No attestation performed on connected nodes.
How to fix:

 Tunnel DNS via own dnssec validating resolver.

* \Validate nodes, in this case, verify blockchain?

* No internet access should raise alarm bells.

* Do not peer with localhost.



Challenge #4

Posted by ufcryptocomicon 23 days ago

Quest for the unhackable TimeLock

Do you want to hand off your digital assets to your loved ones in the future without handing them off to a third party
today?

I've created a software product to do that, using the decentralized Bitcoin network, and I'm perfecting it with
challenges and rewards.

TimeLock 1.5 is free software. You can read about it here: hitps://www.algomachines.com/

The challenge history and latest installer / challenge is here: https://www.algomachines.com/people




Plan of Attack

—Ind encryption / decryption functions

Review encryption:
— Look for improper use of modes.
- Look for weak algorithms.



Anti Debugging Measures?

Thread 2C0C exit
Thread €20 exit

Process stopped with exit code OxFFEFEFEFS
Sawing database to C:3\Usersiinalysis\Downloads

Debugging stopped!

Command: |

Terminated |Debugging stopped!

Y
BBBB7FF7673F99FD BOBRTFF7E73F998E sub ebx, esi
BBRBTFF7673F99FD loc_7FF7673F99FD: ; uExitCode| |@@BBTFF7673F9998 sub ebx, edi
BBBB7FF7673F99FD mov ecx, BFFFFFFFBh BeBa7FF7673F9992 mov eax, ebx
BBRBT7FF7673F9A02 call cs:ExitProcess PBBAT7FF7673F9994 cdg
Baa7FF7673F9995 xor eax, edx
BeeB7FF7673F9997 sub eax, edx
BBBa7FF7673F9999 cmp eax, @Fh
BBBATFF7673F999C jg short loc_7FF7673F99F1
7 ' T "
il i = e =
BOPB7FF7673F999E mov ecx, 3EBh ; dwMilliseconds B0BB7FF7673F99F1
BRABT7FFI673FI9A3 call cs:_ imp Sleep BeAB7FF7673F99F1 loc 7FF7673F99FL: 3 UExitCode
BBPATFF7673F99A9 lea rcx, stru_7FF767693BF@ ; 1pCriticalSection BBABATFF7673F99F1 mov ecx, @FFFFFFFAh
BBBRT7FF7673F9980@ call cs:EnterCriticalSection BOBRT7FF7673F99F6 call cs:ExitProcess
BBBATFF7673F99B6 lea rcx, [rsp+38htarg 8] ; lpPerformanceCount
BBBBTFF7673F99BB call cs:QueryPerformanceCounter
BBeB7FF7673F99C1 xor ecx ; Time
BBBATFF7673F99C3 call _times4
BBBBTFF7673F99CE mov rbx, rax
BBBATFF7673F99CE mov rax, qword ptr [rsp+38h+arg 8]
BBBATFF7673F990@ sub rax, qword ptr [rsp+38h+PerformanceCount]
BBBa7FF7673F99D5 cqo
BBBETFF7673F99D7 idiv gqword ptr [rsp+38h+Frequency]
BBBA7FF7673F99DC mov edi, eax
BBBBTFF7673F99DE lea eax, [rbp+3]
BBBaT7FF7673F99EL cmp edi, eax
BBBa7FF/673F99E3 jle short loc_7FF7673F997@
L
Yy
8BOB7FF7673F99ES
@PBB7FF7673F99E5 loc_7FF7673F99ES: ; uExitCode
@BBB7FF7673F99E5 mov ecx, @FFFFFFFoh

B@BATFF7673F99EA call cs:ExitProcess




Patch Out CreateThread To Defeat Anti Debugging

| nrne 1

BB8B7FF7673FOADL

call

cs:ExitProcess

7 Assemble at DDDOTFF7673FIAIF x

| o

[ KeepSize [ Fil withNOP's () XEDParse (@) asmit

Instruction encoded successfully!

Cancel

P
BeBBTFF7673F9ABE
BOBA7FF7673F9AB6 loc_7FF7673F9A86:
“Fatal Error” BPABTFF7673F9A86 xor eax, eax
uType BRBATFF7673FOABE lea r8, sub_7FF7673F98D8 ; lpStartAddress
1pText BeBB7FF7673F9ABF xor rad, rod 3 lpParameter
hkind BOBAT7FF7673F9A92 mov [rsp+38h+1pThreadId], rax ; lpThreadId
BPBTFF7673F9A97 xor edx, edx ; dwstackSize
uExitCode BBBBTFF7673F9A99 xor ecx, ecx 3 lpThreadAttributes
BeBB7FF7673F9A9B mov [rsp+38h+dwCreationFlags], eax ; dwCreationFlags
[ BBBATFF7673F9A9F call cs:CreateThread
BRBATFF7ET7IF9AAS test rax, rax
BeBATFF7673F9AAS jnz short loc_7FF7673F9ADS
P 1
] e (5=
BBRETFF7E73FIAAA mov ecx, 1AZh BeRa7FF7e73FOADE
BB0BT7FF7673F9AAF call sub_7FF76740E1C@ BBOBT7FF7673F9ADE loc_J7FF7673F9ADS:
PBBB7FF7673F9AB4 lea rg, Caption ; "Fatal Error”) |@@@O7FF7673F9ADE add rsp, 38h
BBea7FF7673F9ABE mov rod, 18h 3 uType BeBE7FF7673F9ADC retn
Beea7FF7E673F9ACL mov rdx, rax 5 lpText BBEB7FF7673F9ADC sub_7FF7673F9A4@ endp
BeRa7FF7673FOACE xor ecx, ecx 3 hund BeBa7FF7673F9ADC
BOEBTFF7673F9AC6 call cs:MessageBoxA
BeRa7FF7673FIACC mov ecx, OFFFFFFFEh ; uExitCode




Search for fread, fwrite and Encryption

] e =

eaea7FF7674158608

BO87FF7674180DB loc JFF7674188DB:

BeAA7FF7674188DB movsxd rax, ecx

B@BeTFF7674180DE lea rcx, [rbx+4lh]

PA0a7FF7674180E2 add rcx, rax 3 DstBuf

BeBaTFF7674180ES mov r9, [rsp+53@h+var_4D8] ; File

POa7FF7674180EA mov rg, rdi 3 Count

BPB8a7FF7674188ED mov edx, 1 3 ElementSize

Beea7FF7674180F2 call fread

B@B87FF7674180F7 cmp rax, rdi

BOBATFF7674188FA jz short loc_7FF76741813E

Y

[l sy =]
eaaa7FF76741813E
POBOVFF76741813E loc JFF76741813E: ; File
BRBBYFF76741813E mov rcx, [rsp+53@8h+var_40D8]
BeBa7FFTE7418143 call fclose
BB@A7FF767418148 mov [rsp+53@h+var_4F8], 1
eaaa7FF767418158 mov [rsp+53@h+var_588], 4e0eaa8ah
BOBBTVFF767418158 mov [rsp+538h+var_518], rils
Baea7FF767418150 mov rod, 188h
BOBOTFF767418163 lea rg, [rbp+43eh+var 260]
BB8a7FF76741816A mov edx, esi
Be8a7FF76741816C mov rox, rbx
@eaa7FF76741816F call sub_7FF7673F9240
BeBATFF767418174 add [r13+8], esi
B@BETFF767418178 mov rcx, [rsp+53@h+File] ; File
BeBaTFFI67418170 call _ftellie4
BRBBYFF767418182 mov r9, [rsp+53Bh+File] ; File
Baaa7FF767418187 mov rg, rl2 3 Count
BB8a7FF76741818A mov edx, 1 ; Size
PeBa7FF76741815F mov rcx, rbx 3 Str
BeBaTFFI67418192 call fwrite
BeBaVFF767418197 mov rcx, ris 5 Memory
Baea7FF76741819A cmp rax, rl2
B@887FF76741819D jz short loc_7FF7674181DF




Stepping Over Function Call

Address Hex ASCIT

0Q00020B685018E0 |00 OO0 OO0 OO0 |00 OO0 OO0 OO0 |00 OO0 00 00|00 00 00 00| es casanssnnnnns
0Q00020B685018F0 | 00 OO0 OO0 OO |00 OO0 OO0 OO0 |00 OO0 00 00|00 00 00 00| cassasansnnnnnns
0000020B68501900 | 00 OO0 00 OO |00 OO0 OO0 QD00 OO0 OO0 00|00 00 00 00| cassasansnnnnnns
0000020B68501910 | 00 OO0 00 OO |00 OO0 OO0 QD00 OO0 OO0 00|00 00 00 00| cassasansnnnnnns
0000020B6B501920 |73 65 63 72|65 74 Z2E 74|78 74 00 41|41 41 41 41| secretf.Txi.AMdA8

0000020B68501930 | 41 41 41 41 (41 41 41 41|21 41 21 41|41 41 41 41| AAAAAAAAAAAAAMNN
0000020B68501940 | 41 41 41 41 (41 41 31 0D |0A 41 21 41|41 41 41 41| AAAAAAA,  AAAAMML
00000Z0B6E501950 | 41 41 41 41 (41 41 41 41|41 41 41 41|41 41 41 41 | AAAAAAAMAAAAANNN
00000Z20BE6E501960 | 41 41 41 41 (41 0D 04 41|41 41 41 41|41 41 41 41| AAAAA,  AAAAAAANN
00000Z20B6E501970 | 41 41 41 41 (41 41 41 41|41 41 41 41|41 41 41 41 | AAAAAAAMAAAAANNN
0000020B68501980 | 41 41 41 0D (04 41 41 41|41 41 41 41|41 41 41 41| AAA, (AAMAAAAANNN
0000020B68501990 | 41 41 41 41 (41 41 41 41|41 41 41 41|41 41 41 41 | AAAAAAAMAAAAANNN
0000020B6E5019A0 | 41 0D 04 41 (41 41 41 41|41 41 41 41|41 41 41 41 (A, AAAAMAAAAANNN
0000020B685019B0 | 41 41 41 41 (41 41 41 41|41 41 41 41 (41 41 41 0D | AAAAAAAAANMAAAN,

S s PR R T T T S T T T T I T B T 1 T 1 T 1 S AT S T S T T 1 Soa s aow oo s oa oo owom s

Address Hex ASCTII

oo00020B6B5018ED|3F E6 AB C7F|D1 17 OF 65 |3E BA 55 00|12 34 F&6 C9 ?E«Qﬂ..e;.?.:4ﬁE
0000020B685018F0| 85 ZD 05 FO|AZ 18 5D E6|(B3 60 37 93|F4 51 &8 47 |.-.0¢.]&"m7.o0hG

ODODDZ0BEB501900| FE S0 F3 54|37 EE 63 86|D4 5C AF ZB|6F 54 61 B9 |ploTric.OV ;oTa’
0000020B68501910| 85 05 C5 E9(92 25 C1 9D |32 Z1 EB BF |60 Al 73 39|..A&.%A.218; is9
0OD00DZ20B68501920 | 26 A3 E9 25|00 AE 04 11|D0 EZ D8 AS |23 9F 40 AS |&£8%.9..DA.¥#.2%
ODODDZ0BEB501930 | CC C7 EC AF|3F FA 6D OD|4E E6 BC 3C |31 92 76 07 | ICT™ 70m. NEk<l. V.
0000020B68501940 | 4B 64 Al 8C|3F 97 9F AA|36 6B AB 61|BF CC 8B 0A|Kdj.7..=26keazI..
0000020B68501950 | 24 658 9C F6(C2 BF CD 46|98 B8 F5 DA|16 E0O F4 FO| fh.oA.IF..00. add
ODODDZOBEBE01960 (59 7E 6B 9A|0D AF 19 74|E2Z 6B 47 D5 |91 CO CA 97 |¥~k..§.takch.AE.
0000020B68501970| 02 70 AOD CC|51 FC BS 75 |DD 6B FB 02|81 86 41 3C|.p IQlpuyki...As
0000020B68501980| 23 37 C3 7D |4E 94 98 45|BC DB 14 86|34 81 7D 80| 27AFN..HsD..:.7}.
D000020B68501990| 58 00 BC 33|95 35 61 BS|C9 FB 64 45 |DF AS AD 07| [.%43.5apeddERx..
DO0DD20BE85019A0 |E9 DO 98 F8|24 80 29 BS|DE 41 3C 75|7B 17 32 Bl|eD.o$.)ppA<ui.2z
0000020B68501980 | 8B 2D 8F FC |37 81 EO 11|CC &C 1C Z9|E0O 23 17 87|.-.07.a.Il.)a=.

S o e e oo | La o= g oo = e IS - T PR 5a

=




Encryp

Generates single byte
keystream

vy

il i =
Ba8e7FF7EFBSEBCE
@e007FF7EFBBEBC® loc 7FF7EFBBEBCE:
@e007FF7EFBSEBCe imul eax, [rbp+rdx*4+8Ceh+var_180], @CCIE2D51h
BeGA7FF7EFBSEBCE rol eax, BFh
BB@07FF7EFBBEBCE imul ecx, eax, 1B873593h
88887FF7EFBSEBDA xor r8d, ecx
80007FF7EFBBEBDT rol rid, @Dh
@B007FF7EFBBEBDE add r8d, @FADDAF14h
@B007FF7EFBBEBE2 lea rdd, [r8+rg*4]
@e007FF7EFBBEBE6G inc rdx
BeGA7FF7EFBSEBE9 jnz short loc 7FF7EFBBEBLA
T
A
ol et =
6BOA7FF7EFBBEBER btc réd, 8
BBad7FF7EFBBEBF@ mov eax, réd
@e007FF7EFBBEBF3 shr eax, 1@h
B0007FF7EFBSEBFE xor eax, rad
Be@7FF7EFBSEBFY imul ecx, eax, S5EBCABEh
B8287FF7EFBEEBFF mov eax, ecx
BBOB7FF7EFBSECE1 shr eax, BDh
80OA7FF7EFBBECEY xor eax, ecx
@@007FF7EFBEECA6 imul ecx, eax, BC2B2AE3Sh
FF7EFBBECOC mov edx, ecx
@0007FF7EFBBECOE shr edx, 1eh
B8e87FF7EFBEECI1 xor edx, ecx
B8a07FF7EFBEECL3 cmp rbx, 8B88h
BBOA7FF7EFBBECIA jz short loc_7FF7EFBBEC23
@0007FF7EFBEECIC mov eax, ebx
B8e007FF7EFBSECIE sub eax, rlad
BeEA7FF7EFBSEC21 add edx, eax
& i
FEE
BBea7FF7EFBBEC23

PeeO7FF7EFBBEC23 loc_7FF7EFBBEC23:

90e07FF7EFBBEC23 and
8BBQ7FF7EFBSEC29 cmp
BeBa7FF7EFBBEC2C jnz

edx, 3FFFFFFFh
edx, rild
short loc_7FF7EFBSEC36

FEE
PO@O7FF7EFBBEC2E inc edx
DO@07FF7EFBBEC3@ and edx, 3FFFFFFFh|
vy
il et =
6BOB7FF7EFBSEC3E
©0@B7FF7EFBBEC36 loc_7FF7EFBBEC36:

@087 FF7EFBBEC36 mov
@00A7FF7EFBBEC3Y movzx
©00@7FF7EFBBEC3D xor
00007 FF7EFBBEC4@ movzx
0087 FF7EFBBEC44 movzx
@BAB7FF7EFBSECAS mov
@6@B7FF7EFBBECAF inc
@0e87FF7EFBBECS2 inc
@00a7FF7EFBBECSS dec
@00@7FF7EFBBECSE jnz

riid, edx
eax, byte ptr [rdx+rsi]

[rol, =l

ecx, rieb

eax, byte ptr [rdxtrsi]

byte ptr [rbptroct8Cehtvar_288], al
rie

ra

ri4
loc_7FF7EFBBEBBO

tion Function

XOR 1 byte plaintext with 1
byte keystream



Symmetric Encryption

* Ciphertext Iis deterministic:
— Same Inputs create same outputs.

* Encryption is performed by xor...
- ... SO we can “decrypt” by xoring again!

* We have symmetric encryption!



Extract Ciphertext, Create New LockBox

00000LEZ042494D0
00000LEZ043494E0
O00001EZ043494F0
000001E3043493500
000001E304343510
O00001E304349520
O0000LEZ04249520
O0000LEZ04349540
00000LEZ04349550
000001E304349560
0O00001E304343570
000001E3043435 80
000001E304349530
O0000LEZ042495A0
00000LEZ043495B0
O00001E2043495C0
000001E3043435D0
0O00001E3043435ED
O00001E3Z043495F0
000001E304349600
O0000LEZ04349610
00000LEZ04349620
O00001E204349630
000001E304349640
000001E304343650
000001E304349660
O0000LEZ04249670
O0000LEZ04349680
00000LEZ04349630
000001E3043496A0
000001E3043496B0
000001E3043436C0
000001E304349600
00000LEZ043496ED
00000LEZ043496F0
O00001E204349700
000001E304349710
0O00001E3043437 20
O00001E3043497 20
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pDﬂxﬂtﬂBXE$00A

tSSujﬁ.mEfl'Or'n' | V%
&. Eﬂ]‘“ [VA..nes5]
a. (% n. “xivEuz
wa, }i GOUd.ob. . T
A=4,.=.,001..3"
Aadi. ¥A.#e ».1.7¢
LAowwT EYD¥x. o4
{iti" fiaL. . 4=bepy. E
j?.—-:tAgO:)(.4{‘i.(1
L2I08 [.B..¥-2uu
Ads-ex..kvHhie.t
DIT¥. DAYA. DK/ vED
UE*L, Il.O|XLxAE
zNe'+ed)p..N.dy
T¥i.Kd.jo. ugle
ap, CI&M..y [=.1
bk .mELOAAUT. U[i
{AP..zx%D...H")g
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Address

ASCITI

O00D0LE3048732A0
O0000LEZ048732B0
O0000LE3048732C0
OO000LEZ048732D0
O0000LE3048732E0D
OO000LEZ048722F0
O0000LE30487 3300
OO000LEZ0487323210
O0000LE304873320
OO000LEZ0487323230
O0000LE304873340
00000LE304873350
O0000LE304873360
O000D0LE304873370
O0000LE30487 3380
O0000LE304873390
Q0000LE3048733A0
00000LE3048733B0
OO000LEZ048723C0
00000LE3048733D0
OO000LEZ048722E0
O0000LE3048733F0
QO000LEZ0487 2400
O0000LE30487 3410
00000LEZ04873420
O0000LE304873430
O00D0LE3Z0487 3440
O0000LE304873450
O0000LE30487 3460
O00O0D0LE304873470
O0000LE30487 3480
OO0D0LEZ0487 34390
O000D0LE3048734A0
OO000LEZ0487 24B0
O00D0LE3048734C0
QO000LEZ048724D0
O0000LE3048734E0D
OO000LEZ0487 24F0
O0000LE30487 3500
000001EZ04873510

ar-onan=Toco

EEEEEEEEEE . 2 a e




Replace Dummy Data With Ciphertext

Address Hex ASCII
il O s e o 000D0LE3048732A0 | AB AB AE AE|AB AE AE AB|AB AB 00 00[00 00 00 00| ceccccacas
Address 000001E304873280( 00 00 00 0C|00 00 OO OO|00 OO0 OO0 O0(00 00 00 00|....
OODD0LEZ04BTIZA0 00000LE3048732C0 2 72 cooc
000001E204872280 00000LEZ048732D0 TEag . .e, LY. . 40E
00000LE3048732C0 O00001E3048732E0 -.0e¢. J®*m7 . 6QhG
000001E3048732D0 000001E3048732F0 b]éT?'Tc.O\_;DTa‘
000001E3048732ED 000001E30487 3300 . .AE %A, 218, 59
0O00001E3048732F0 000O0D01EZ04873310
000001E304873300 DODOD1E304873320
000001E304873310
000001E304873320 O i L)
000001E304873330 000001E304873340 - 6 3
OO000LE304873340 O0000LE304873350 tssu;A-uEIor-nn iV
O0D001E2Z04873350 000D0LE304873360 &.a}e, [VA. .fes]
D0000D1E3Z04873360 000001E304873370 ..a (%-n. XIVEUE
000001E304873370 000001E304873380 % GOLG. 0B, . T
000001E304873380 000001E304873390 A‘é..e O0i..5"]y
000001E304873390 00000D1E3048733A0 Aahi.¥h#e.>. 1.7
gggggigg:g;gggg 000001EZ048733E0 by EYDEX. 04
0ODDO1E 304873300 G bhix. ety it
000001E304873300 Y. .
DOODOLE3048733E0 00000LE3048733E0 .2I)a [.B..¥-euu
DODDO1EZ048723F0 000D0LE3048733F0 s-e+. . kvHAie.t
00DD01E304873400 000001E3045873400 tIi¥. pEyA, DK/ vED
000001E304873410 000001E304873410 U"E*1.IU.H|X1xAE
000001E304873420 000001E304873420 ZNE'+ED)p. . N. dya
O00001E304873430 00000LEZ04873430 1]¥|.K|:! Jjo ug
000001E304873440 O00001EZ0487 2440 ap.  GI&M. .Y_| u=.'|]
gggggigg:g;g:ég 000D0LE304873450 bt .mELOAALL. UL
OGOTE ey 000001E304873460 {AP..Zx%0, . . H ]
OIS T e O000D0LE304873470 JEnl.K.po60..2+0.
0OO001E3I04873490 DOD00L1E304873480 ]("VTE JFAAL). |Ee
O0000LE 20487 34A0 000001E3045873430 . %gEsq agam.
000001E3048734B0 O00001E30487 34A0 - WED ct.yoc- T
D0DD0D1E3048734C0 00000LE304587 3480 LI KwhL Uiy, aw. o
000001E3048734D0 00000LE3048734C0 ~1BF2X=¥} ... V.. §
000001E3048734E0 000D0LE3048734D0 ==pEwW’ 3 .EET.
gggggigg:g;gggg 000001E3048734E0 &D.0CUwSv'®.§:.

000001E3048734F0 I.;3.."=t&£. UE. 7.
s DOD001E304873500 Lo, O %, VAAARA

[— D0DOD1E304873510 .-
Crrmrmand I




Success! Symmetric Encryption Used!

- ' o e — o = - e i o - S ——— e e —— w

00000LE3048732A0 | AB B AB B AB A B ABE 00 OO0(00 00 0D 00| GeaeaeaEE®. 0 -u.
000001E3048732B0| 00 00 OO0 OO(00 OO0 OO0 QOO0 OO0 OO0 OO |00 OO0 OO0 OO0 .cueeesnnnnnnnns
000001E3048732C0 | 00 00 OO0 OO(00 OO0 OO0 OO(AD 62 3F BZ2|72 4B 28 32|........ f

00000LEZD48732D0
00000LEZD048732ED
00000LEZD48732F0
000001E30487 3300
O0000LEZD4873310
O00O00DLE304873320
O0000LEZD4873330
O0000LEZ0487 3340
O0000LEZD487 3350
00000LE30487 3360
O0000LEZD487 3370
00000LE30487 3380
O0000LEZD487 3390
D0O0O00LEZO487 33A0
00000LEZD048733B0
00000LEZ048733C0
00000LEZ048733D0
O0000LEZD48733ED
00000LEZ048733F0
O0000LEZD487 3400
O00001E30487 3410
O0000LEZD487 3420
OD0O0DLEZD487 3430
O0000LEZD487 3440
O0000LE3O487 3450
00000LEZD487 3460
O00O00LE3O487 3470
O0000LEZD487 3480
O00O00LE3D487 3490
00000LEZD487 34A0
O0000LEZD487 34B0
00000LEZD048734C0
O0000LEZD48734D0
00000LEZD48734ED
O0000LEZD48734F0
00000LEZD487 3500




e

Looks Promising...

Uy

g

Browse For Folder

Select folder where
TimeLock. VChallenge.V 1. 5. PrivateKeyReward. tet will be
created.

_ Desktop
& OneDrive
A4 a Analysis
.ghidra
) 30 Objects
v AppData
Local
Locallow
v Roaming
Adobe

Folder: LockBoxes

Make MNew Folder

ax] ,eax |
1
td Timelock_patched

Windows Explorer?

Yes

Reveal file TimeLock.VChallenge V1.5, PrivatekKeyReward.bd in

M

TrAv+11




Loot #4

1! ﬂ:u:u_l_ﬁ n 1 =l =y L F—

Mj TimelockVChallenge V1.5.PrivatekeyReward - Motepad

File Edit Format View Help
Hnu have successfully completed the Timelock V1.5 challenge.

I'm dying to know how you did it.
Please contact me via: https://www.algomachines.com/contact

I will happily send you at least 8.82 BTC for a detailed report describing how you cracked Timelock W1.5.

Timelock 1.5 challenge reward public address: 3JGBxNQtOTcClyhQkzAWvYTpY97Bxj39LIXKL
Timelock 1.5 challenge reward private address: Kyb2fewgnFM53mFDSCdBeadHGFAVWIDYbFKnyZi2YpFiSrSV2ByD



| essons Learned:

Vulnerability:
e Symmetric encryption means we could bypass decryption step completely.

* Ability to create lockboxes means we can use known plaintext attacks to
find vulnerabilities faster.

How to fix;

e Symmetric encryption does not provide any security if the secrets needed
to make keys are available

* Public — Private key based encryption schemes should be used instead.
* Atrusted third party should be the only one with access to decryption keys.



Challenge #5

TimeLock your digital assets (V1.7 / Challenge #5)

RELEASE

Safely pass your digital assets on to your loved ones
* securely lock your data until a time you choose.
* Create LockBoxes up to 10KB.
+ TimeLock synced to the Bitcoin Network, using immutable block header timestamp.
* Retain privacy. Your data stays on your computer and nowhere else.

* Distribute your time locked LockBox to whomever you wish.

https://www.algomachines.com/

This is the seventh major version of TimeLock, and the second version anchored to the immutable timestamp of the
Bitcoin network.

TimelLock has been improved via a series of challenges. You can see the reports on these challenges here:

https://ruffell.nz/reverse-engineering/writeups/2019/01/28/revisiting-timelock-1-2-vulnerability-writeup.html

https://ruffell.nz/reverse-engineering/writeups/2019/02/18/unleashing-a-sybil-attack-against-timelock-1-3-
vulnerability-writeup.html

https:/iruffell.nz/reverse-engineering/writeups/2019/03/20/double-trouble-with-symmetric-encryption-in-timelock-1-5-
vulnerability-writeup.html

The program is easy to use, and the free version supports LockBoxes of up to 10 Kbytes.



Plan of Attack

* Review crypto again:
- See If symmetric encryption is still used.
- Look for weak algorithms.
- Look for bad modes of encryption.



Locate Encryption Functions

ﬁ CPU @ Graph | Log [ Motes ® Breakpoints ## Memory Map [V call Stack ‘=7 SEH Je3| Seript &) symbols <2 Soun
4C:8B4C24 50 mov r9,qword ptr ss:|[rsp+50f
[ 4D: 8BCE mov rg,ri4
YY"y BA 01000000 mov edx,l
3 ES8 61231300 £a11 timelock_patched. 7FFFTEFD20ES 8 freadi)
Gli_f] g 49:3BCE cmp rax,ri4
= v T4 44 je timelock_patched.7FF7EFBSEB40
BeRBTFF7EFBBEADE | 48: 8BCE MoV rox,rsi
. 1 ] E8 BC4E0Q000 €all timelock_patched.7FF7EFBE33930
epea7FF7EFBBEADE loc_VFF7EFBBEADB: i = 49: BBCE T
BBea7FF7EFBBEADE movsxd rox, ecx ! . ES S44E0000 €all timelock_patched. 7FF7EFE23990
1 ] 4R: ARAC24 3N mow Fov.oaword ntre ss:Brzp+20l
BBBE7FF7EFBSEADE add rcx, 41h 4
@BeB7FF7EFBBEAE2 add rex, ris ; DstBuf =T
epea7FF7EFBBEAES mov r9, [rsp+9C@h+var_97@] ; File ris=139 L'L
BBBBVFF7EFBBEAEA mov rg, rla 3 Count .text:00007FFTEFBBEAFT timelock_patched.exe: $2EAFT #2DEFT
BBE7FF7EFBEEAED mov edx, 1 3 ElementSize — 3)
@PRETEETFEEBSEAE? call fread @4 Dump 1 Eoump2 W Dump3 @Y Dump4 @4 Dump 5 @ watch 1 [x=] Locals 4 Struct
8@BB7FF7EFBBEAF7 cmp rax, rl4 BAGESS L SECm
; 0000022064EAG116| 00 00 00 00|00 00 00 00|00
@eaa7FFJEFBBEAFA jz short loc_7FF7EFBBEB48 0000022064EAG126| 00 00 DD DF |75 17 46 4D (03
— 0000022064EAG136| 00 00 00 00|00 00 00 00|00
i | | ) 0000022064EA6146| 00 00 00 00|00 00 00 00|00
¥ 0000022064EAG156| 00 00 00 00[00 00 00 00|00
~ 0000022064EA6166| 00 00 00 00|00 00 00 00|00
ﬁ@ 0000022064EAGL7E [ 41 41 41|41 41 41 4141
000D022064EAGLE6| 41 41 41 41 (41 41 41 4141
PBeA7FF7EFBEER4S 00DD022064EAG196| 41 41 41 41 (41 41 41 4141
. 000D022064EAGIAG| 41 41 41 41 (41 41 41 41 (41
@aea7FF7EFBESEE48 loc_ 7FF7EFBZEB4M: ; File 0D00022064EAGLBG | 41 41 41 41 (41 41 41 41|41
) 000D022064EAGICE| 41 41 41 41 (41 41 41 41 (0D
7FF7EFBSEB4E mov rex, [rsp+9teh+var_978] 000D022064EAGIDG | 41 41 41 41 (41 41 41 41 (41
eBea7FF7EFBBEB4S call fclose 0000022064EAGLEG | 41 41 41 41(41 41 0D 0A|41
. 00DD022064EAGIFG| 41 41 41 41 (41 41 41 4141
@Bea7FF7EFBSEB4A mov ebx, edi 00D0022064EAG206 |41 41 41 41|0D OA 41 41 (41
BBBa87FF7EFBBEB4C and ebx, 3 0000022064EAG216 |41 41 41 41|41 41 41 4141
. 0000022064EAG226| 41 41 0D OA[41 41 41 41 (41
@@aa7FF7EFBBEBAF jz short loc_7FF7EFBBEBS6 D0DO0Z2064EAG236 | 41 41 41 41|41 41 41 41|41
™7 000D022064EAG246| 0D 0A 41 41 (41 41 41 41 (41
N , 00DD022064EAG256| 41 41 41 41 (41 41 41 41 (41
- 00DD022064EAG2E66| 41 41 41 41 (41 41 41 4141
00DD022064EAG276 |41 41 41 41 (41 41 41 4141 41 41 41[0D 0A 41 41| AAAAAAAAAAAA, L AA
00D0022064EAG2B86| 41 41 41 41 (41 41 41 4141 41 41 41[41 41 41 41| AAAAAAAAAAAAAAAA
00D0022064EAG296| 41 41 41 41 (41 41 41 4141 41 0D OA[41 41 41 41| AAAAAAAAAA.  AAAA
00D0022064EAGZAG| 41 41 41 41 (41 41 41 41|41 AE AB AB|AB AB AB AB| AAAAAAAAAcaaaaee
00DD022064EAGZEG | AE AB AE AB|AE AB AB AB|AB FE 00 00[00 00 00 00|ssscsssssb......
0000022064EAG2CE| 00 00 00 00(00 00 00 00|00 00 00 00[00 00 D0 00| .uue e reeerrnns




Encryption and Decryptlon

0. fread()

1. encryption
round one

2.
encryption
round two

3. encryption
round three

4. fwrite()

Hi

| 0. fread()

1. decryption
round three

2.
decryption
round two

3.
decryption

round one
N | |

54. verification




Encryption Rounds One and Three

vy

il i =

Ba8e7FF7EFBSEBCE

@e007FF7EFBBEBC® loc 7FF7EFBBEBCE:

@e007FF7EFBSEBCe imul eax, [rbp+rdx*4+8Ceh+var_180], @CCIE2D51h

BeGA7FF7EFBSEBCE rol eax, BFh

BB@07FF7EFBBEBCE imul ecx, eax, 1B873593h

88887FF7EFBSEBDA xor r8d, ecx

80007FF7EFBBEBDT rol rid, @Dh

@B007FF7EFBBEBDE add r8d, @FADDAF14h

@B007FF7EFBBEBE2 lea rdd, [r8+rg*4]

@e007FF7EFBBEBE6G inc rdx

BeGA7FF7EFBSEBE9 jnz short loc 7FF7EFBBEBLA

T
A
ol et =
6BOA7FF7EFBBEBER btc réd, 8
BBad7FF7EFBBEBF@ mov eax, réd
@e007FF7EFBBEBF3 shr eax, 1@h
@0007FF7EFBSEBFE xor eax, rad
Be@7FF7EFBSEBFY imul ecx, eax, S5EBCABEh
B8287FF7EFBEEBFF mov eax, ecx
BBOB7FF7EFBSECE1 shr eax, BDh
80OA7FF7EFBBECEY xor eax, ecx
@@007FF7EFBEECA6 imul ecx, eax, BC2B2AE3Sh
FF7EFBBECOC mov edx, ecx

@0007FF7EFBBECOE shr edx, 1eh
B8e87FF7EFBEECI1 xor edx, ecx
B8a07FF7EFBEECL3 cmp rbx, 8B88h
BBOA7FF7EFBBECIA jz short loc_7FF7EFBBEC23

@0007FF7EFBBECIC mov eax, ebx
@0007FF7EFBSECIE sub eax, rl2d
B@BO7FF7EFBEEC21 add edx, eax

I

e
@00a7FF7EFBBEC23
PeeO7FF7EFBBEC23 loc_7FF7EFBBEC23:
@@RA7FF7EFBBEC23 and edx, 3FFFFFFFh
8BBQ7FF7EFBSEC29 cmp edx, rlld
BeBa7FF7EFBBEC2C jnz shert loc_7FF7EFBBEC36
¥
=]
080O7FF7EFBBEC2E inc edx
00007FF7EFBEEC3@ and edx, 3FFFFEFFh
v
EuE
BBBB7FF7EFBBEC36
80887 FF7EFBBEC36 10(_7FF7EFBSE(36:
@eee7FF7EFBBEC36 mov rild, edx
00PA7FF7EFBBECI movzx  eax, byte ptr [rdx+rsi]
@00@7FF7EFBBEC3D xor [ro], al

0POO7FF7EFBSECA® movzx  ecx, rléb
8PBO7FF7EFBSECA4 movzx  eax, byte ptr [rdxirsi]

66807FF7EFBBECAS mov byte ptr [rbptroci8Cehtvar_288], al
66807FF7EFBBECAF inc rie
06087FF7EFBBECS2 inc rg
006087FF7EFBBECSS dec r14

@00@7FF7EFBBECSE jnz loc_7FF7EFBBEBBO
|




Rounds One and Three are Unchanged, Still Symmetric

DODDD2Z064FOEFED DA E1 21|10 CF AE 26|F0 F6 53 AA|OA CF B3 53
DODOD22064FOEFFO| 36 7E 38 55|78 9E 78 9E(BE 5C 5A D5|4B 4F DC FO . »\zbmua
D0D00D22064FOFO00 | EF B6 EF EO|CZ EB B9 C3|25 88 F7 AE|13 74 97 87|ifiaAe Awx.=e.t.
0000022064F0FDL0|2F 93 76 B2|C9 EA 32 54(87 CB 5E DO|56 EA 50 CE|/.v=E&2T. Enm.repi
DOD00D22064FOF020| 87 €4 85 1E|DB 83 31 E3|7F 58 46 96|97 35 9B 49 ... 1A.XF.
0000022064FOF030|CF €2 Al F2|4D EO B4 D3|ED 76 DB 16|30 FB F6 C2|TAjoMa’ [nvl]..unA
DOD0D22064FOF040 |33 3C 3D 3E|ED 83 00 37|C2 40 &F OC|17 37 C3 22|3<=>i..7AG0..
0D000022064FOF050( 63 AS 14 9D (AD A2 4C 14(05 32 3E 8B[ED 31 D1 45|c¥...éL..2>. ims
D0000D22064FOF060 |36 72 44 72|53 AD 59 2F(11 1B ED E4|A2 08 FA 62 i
DOD0D22064FOF070|C4 D1 EB 8F |10 62 94 9E(F6 18 7B DO|AS 62 22 A3
DO0D0D22064FOF080| A3 89 7B OC|35 32 A8 05 (EF 96 79 13|9F GF 48 5A
DOD00D22064FOF090 | 0A E8 EO 18|AD 28 D3 F7(92 ED C8 77|11 6D FC 2F . (0=, iEw. mil
DOD0D22064FOF0AD|C3 D2 CO 2C |75 EE EC D3|DC 6E AD &C|CF 64 32 D4 Am uiidin. 11d
0000022064FOF0B0| 1B DE 8D F5|B3 CD 15 E5|D5 2D 8C 38|B1 3C B5 24|.b.o5e1,a0-.8+<p$
D0D0022064FOFOCO|B7 32 9D 80|FE FC C1 ED|C7 99 FO F2|3F FA 47 . plAig. BbTUGD
DOD00D22064FOFOD0 |59 BF 85 77 |9B 48 1A 54|CF A9 3F 89(D4 70 35 .H.TIE?.0ps=
D0000D22064FOFOED | BF E4 BE AG|14 AE D5 FB|GF 66 4D BA|E3 9C D9 Ooo
DOD00D22064FOFOF0| 84 7D 1D 46|FB 09 30 53 |AD D7 A7 47|3D 0C 8F .
DOD0D22064FO0F100|76 BA 7B FD|13 7E 51 21|0C 1D 94 63[27 34 Bl 5E|ve{y.~Q!
D00D0D0D22064FOF110|D8 69 3A 63|CO FB AS FB|GD 1B 5C 38(C3 3E 13 37 |@7:cAp¥im, \ab 7
DOD00D22064F0F120| 24 39 73 25|9C EB BS 56|39 F5 C6 BB|41 BF 44 CC|49s%, ;kvsu A;DI
DOD00D22064F0F130|D1 BE D3 96|CC 25 C1 FC|FE 12 BL 4F|4F 95 15 1A iip. 00, . .
D00D00D22064FOF140| 61 30 04 78|94 16 19 91|8F EE D9 03|32 FB BB A4|al.X,.... i. 20e8
DOD0D22064FO0F150| 03 66 85 E1|EC EO 52 1A|0D FE Al 3A[55 97 85 01|.f.al&R..pi:U
DOD0D22064FOF160|D3 B9 AB AB|AE AB AB AB|AE AB AB AB|AB AB AB AB|0'cacccccecacace
0000022064F0F170|AB AB EE FE|EE FE EE FE|EE FE EE FE|EE FE EE FE|«cipipipipipipip

00000220649A9010
00D00220649A9020
00000220649A9030
00DD00220649A9040
00000220649A9050
00000220649A9060
0000022064949070
00000220649A9080
0000022064949090
00000220649A90A0
00000220649A9080
00000220649A90C0
00000220649490D0
00000220649A90E0
00000220649A90F0
00000220649A9100
0000022064949110
00000220649A9120
0000022064949130
00000220649A9140
0000022064949150
00000220649A9160
00000220649A9170
00000220649A9180
0000022064949190 AB AB|AB AB AB AB|AB AB AB AB|AB AB AB AB|..accccassscaca
00000220649A91A0 | AB AB EE FE|EE FE EE FE|EE FE EE FE|EE FE EE FE|a«ipipipipipipip




Encryption Round Two

x
@BBa7FF7EFBBECAD xor réd, 8
B60B87FF7EFEBECEL mov eax, réd
BBRETFFTEFBAECE4 shr eax, 16h
80B87FF7EFBBECBT xor eax, rad
@0@e7FF7EFBBECBA imul ecx, eax, BSEBCAEBh
BORETFF7EFBBECCA mov eax, ecx
@@BOTFFTEFBBECC2 shr eax, @0h
@QOOTFFTEFBBECCS xor eax, ecx
B@ee7FF7EFBBECCT imul ecx, eax, @C2B2AE35h
BBBETFF7EFBBECCD mov ebx, ecx
@PB@TFF7EFBBECCF shr ebx, 16h
BOBRTFF7EFBBECD2 xor ebx, ecx
@OBE7FF7EFBBECDS mov ecx, edi
@0BeTFF7EFBBECDG shr rex, 1
@OBETFF7EFBBECDI mov eax, 4
@OB8TFF7EFBBECDE mul rex
@GBO7FF7EFBBECEL cmove  rax, rl3
@OROTFF7EFBBECES mov rex, rax
@888 7FF7EFBBECES call malloc_wrapper
@0B07FF7EFBBECED mov rl3, rax
BPRGTFF7EFBBECFA mov [rbp+8CBh+var_988], rax
BOR@TFF7EFBBECF4 mov ri4, rax
@880TFFTEFBBECFT mov réd, ebx
BBR@7FF7EFBBECFA mov rax, 5@187E74251C8553h
@0B87FF7EFBBED®4 imul rg
B8eeTFF7EFBBEDR7 sub rdx, r8
BOB@7FF7EFBBEDBA sar rdx, 9
@0e0T7FF7EFBBEDRE mov rex, rdx
B@@e7FF7EFBBEDLL shr rex, 3Fh
@PBe7FF7EFBBEDLS add rdx, rex
@@Be7FF7EFBBED1E imul rax, rdx, 2ESh
0BeO7FF7EFBBEDLF add r8, rax
@@BOTFF7EFBEED22 mov eax, 1
@OPE7FF7EFBBED27 cmovz 8, rax
@8@O7FF7EFBBED2B xorps  xmm8, xmm8
@GBOTFF7EFBBED2F cvtsidss xmmB, r8
BOROTFF7EFBBED34 divss xmm8, cs:dword_7FF7EFDB4D73
@0B7FF7EFBBED3D shr edi, 2
BeBe7FF7EFBBED48 test edi, edi
BOEE7FF7EFBBED42 jle short loc 7FF7EFBBEDCL

L &
@OQO7FF7EFBBED44 mov ebx, edi
@0087FF7TEFBBED4S db 66h, 66h

BBAO7FF7EFBBED4G nop

Lil

@BB87FF7EFBBED44 mov
@9eB7FF7EFBBEDAG db
@BBa7FF7EFBBED4S nop

ebx, edi
66h, 66h
word ptr [rax+rax+80000000h]

word ptr [rax+rax+280000808h ]
FEZE

vy
68887 FF 7EFBBEDS8
@e@e7FF7EFBBEDS® loc_7FF7EFBBEDSE@:

80887 FF7EFDBEDS® mov eax, [ri15]

6@e07FF7EFBSEDS3 mov [rbp+8CBh4var_918], eax

@00 7FF7EFBBEDSE mov réd, 4 3 Size

60887 FF7EFBBEDSC lea rdx, [rbp+8Céh+var_918] ; Src
@6RO7FF7EFBBEDER lea rex, [rsp+9Ceh+var_268] ; Dst

@e@e7FF7EFBBEDGES call memmove
(@0@E7FF7EFBBEDGA movzx  eax, [rsp+9CBh+var_968]
(@088 7FF 7EFBBEDGF movd xmm7, eax
(@0R@7FF7EFBBED73 cvtdq2ps xmm7, mm7
0BOE7FF7EFBBEDTE movzx  eax, [rspt9C@htvar 95E]
(66887 FF7EFBBEDTE movd xmmb, eax
(@@@@7FF7EFBBED7F cvtdqlps xmméE, xmmé
@0B07FF7EFBBEDE2 movaps xmm@, xmmb
(@@@e7FF7EFBBEDES mulss Xmmd, Xmme
(600@7FF7EFBBEDEY movaps xmm2, xmm7
(00ee7FF7EFBBEDEC mulss Mmm2, xmm7
@@@E7FF7EFEBEDY@ addss  xmm@, xmm2 i X
(@088 7FF7EFBBEDS4 call tf
@8807FF7EFBBEDII movss
80887 FF7EFBBEDIE movaps mml, xmm7 3 X
@ORR7FF7EFBBEDAL movaps xmmd, xmmb i
(@@@e7FF7EFBBEDA4 call atan2f

grt
dword ptr [rl4], xmm@

0eee7FF7EFBBEDAY addss  xmm@, xmms
(@6B@7FF7EFBBEDAE movss dword ptr [rl4+4], xmm@
@eRe7FF7EFBEEDE4 add ri4, &
(@@@E7FF7EFBBEDBE add rls, 4

(@88E67FF7EFBBEDBC dec rbx
[@@ee7FF 7EFBBEDBF jnz short loc_7FF7EFBBEDS@

L2

(@6087FF 7EFBBEDCL
(@0ea7FF7EFBBEDCL
(@8@@7FF7EFBBEDCL
(@a88a7FF7EFBBEDCE
@8@@7FF7EFBBEDCY
68887 F F 7EFBEEDDG
(@02a7FF7EFBBEDDA
(@8@@7FF7EFBBEDDE
(@@6ea7FF7EFBBEDE2
88007 FF 7EFBBEDEC
66687 FF 7EFBEEDFO
(@@ea7FF7EFBBEDF7
(@@ea7FF7EFBBEDFDB
(@8ea7FF7EFBBEERS
@8e07FF7EFBBEERE
(66067 FF7EFBEEERC
(@00@7FF7EFBBEEL3
@68a7FF7EFBBEELT
(@@@@7FF 7JEFBBEELB
@880 7FF7EFBBEELF
(@0@a7FF7EFBBEE2S
(@80@7FF7EFBBEE29
(@@ea7FF7EFBBEE2F
[@eee7FF7EFBBEE32
(06887 FF7EFBBEEIG
(@B@a7FF7EFBBEE3A
@08a7FF7EFBBEEIE
[@8ea7FF7EFBBEE4L
@0e07FF7EFBBEE44
(66067 FF7EFBEEE4S
(60087 FF7EFBBEE4B
88887 FF7EFBSEESS
[@@8@a7FF7EFBBEESD
@eee7FF7EFBBEESC
(00007 FF 7TEFBBEEER
(@0087FF7EFBBEESS
(@eea7FF7EFBBEESD
(@88@7FF7EFBBEE7L
@880 7FF7EFBBEE7S
(@0R@7FF 7TEFBBEETE
(88887 FF7EFBBEE7C
(@0ea7FF7EFBBEETF
(@e8@7FF7EFBBEES3
@0e07FF7EFBBEESS
(66087 FF7EFBEEEBA
86687 FF7EFESEESD
[@@e@7FF7EFBBEEIL
[@8ee7FF7EFBBEESS
@808 7FFTEFBBEESS
(66087 FF 7EFBBEESD
(@6ea7FF7EFBBEESE
(@ee@7FF7EFBBEEA2
88087 FF7EFBBEEAS
(@8807FF7EFBEEEAR
(66887 FF7EFBBEEAD
(@e0ea7FF7EFBBEEB2
@eea7FF7EFBBEEBY

@88a7FF7EFBBEEBC

loc_7FF7EFBREDC1:

mov
add
mov
mov
imul
rol
mov
imul
xor
rol
mov
add
lea
mov
imul
rol
imul
xor
rol
add
add
lea
xor
xor
add
mov
shr
xor
mov
imul
mov
shr
xor
mov
imul
lea
mov
shr
xor
imul
mov
shr
xor
imul
mov
shr
xor
mov
shr
xor
add
add
mov
mov
test
jle

rax, [rspt3C@htvar_958]
[rax], ri2d

rex, cs:qword 7FF7EFDB2D78
r9, 87C37891114253D5h
rex, r9

rex, 1Fh

rdx, 4CF5AD432745937Fh
rex, rdx

rcx, 48F73C3%h

rex, 1Bh

rax, 1BFB11446h

rax, rcx

rB, [rax+rcx®4]

rax, cs:qword_7FF7EFDB2DE8
rax, rdx

rax, 21h

rax, r@

rax, 48F73C3%h

rax, 1Fh

rax, 8B41DEFlh

rax, r8

rex, [rax+rax®4]

rcx, 18h

r8, 18h

r8, rcx

rax, ré

rax, 21h

rax, r8

r9, O@FF51AFD7ED558CCDh
rax, r9

rdx, rax

rdx, 21h

rdx, rax

rl®, 8CACEBIFELABSECS3h
rdx, rle

rax, [rcx+rg]

rcx, rax

rex, 21h

rox, rax

rex, r9

rax, rcx

rax, 21ih

rax, rex

rax, rl@

rex, rax

rex; 2ih

rex, rax

rax, rdx

rax, 21h

rax, rdx

rax, rcx

rex, rax
[rbp+8Ceh+var_288], rax
[rbp+8Ceh+var_278], rcx
rl2d, rl2d
loc_7FF7EFBBEF93




_Decryption Round Two

BBB67FF7EFE71880
00087 FF7EFB71830 loc_7FF7EFB71330@:
80867FF7EFB71888 mov rcx, cs:qword 7FF7EFDB2D78
80867 FF7EFE71887 mov rg, 37C37B91114253D5h
88887FF7EFB71891 imul rcx, rgé
8@ee7FF7EFB71895 rol rex, 1Fh
BBOA7FFJEFE71899 mowv rdx, 4CF5AD432745937Fh
B6EBB7FF7EFB718A3 imul rex, rdx
80867 FF7EFB718A7 xor rcx, 43F73C3%h
88B87FF7EFB718AE rol rcx, 1Bh
88867 FF7EFE71862 mov rax, 1BFB11446h
8e887FF/EFB718BC add rax, rcx
8@EO7FF7EFB718BF lea rdi, [raxt+rcx*4]
80867 FF7EFE718C3 mov rax, cs:gqword_7FF7EFDB2D3@
80007FF7EFB718CA imul rax, rdx
66687 FF7EFB718CE rol rax, 21h
8BBA7FF7EFB718D2 imul rax, rg
80867 FF7EFE718D6 xor rax, 48F73C3%h
80087 FF7EFE718DC rol rax, 1Fh
8@EO7FF7EFB718E@ add rax, 8B41DEFlh
0PPe7FF7EFB713E6 add rax, rdi
88BA7FF7EFB718E9 lea rcx, [rax+rax*a]
80867 FF7EFB718ED xor rex, 18h
88BA7FFJEFE718F1 xor rdi, 18h
@@eO7FF7EFB718F5 add rdi, rcx
8Pea7FF7EFB718F8 mov rax, rdi
8@B87FF7EFB718FB shr rax, 21h
88867 FF7EFB718FF xor rax, rdi
B8Ba7FF/EFE71982 mowv r8, BFF51AFD7EDS553CCDh
8@EO7FF7EFB7196C imul rax, ré
@eee7FF7EFB7191@ mov rdx, rax
@@e07FF7EFB71913 shr rdx, 21h
B60B87FF7EFB71917 xor rdx, rax
B8Ba7FF/EFE7191A mowv r3, BCACEBYFEIABSECS3h
8@EO7FF7EFB71924 imul rdx, r9
00087 FF7EFB71928 lea rax, [roxirdi]
88087FF7EFB7192C mov rcx, rax
00P87FF7EFB7192F shr rcx, 21h
888a7FF/EFB71933 xor rox, rax
8@BO7FF7EFB71936 imul rex, ré
BBBA7FF7EFB7193A mov rax, rcx
8@BO7FF7EFB7193D shr rax, 21h
B9e8e7FF7EFB71941 xor rax, rcx
88B87FF7EFB71944 imul rax, r9
BeB887FF7EFB71948 mov rox, rax
BBBAJFF7EFB7194B shr rex, 21h
BOBB7FF7EFB7194F xor rox, rax
@eea7FF7EFB71952 mov rax, rdx
@@ee7FF7EFB71955 shr rax, 21h
60B07FF7EFB71959 xor rax, rdx
8ee87FFJEFB7195C add rax, rcx
BeGA7FF7EFB7195F add rcx, rax
00087 FF7EFE71962 mov [rbp+117C@h+var_1C8], rax
8@BO7FF7EFB71969 mov [rbp+117C8h+var_1C@], rcx
80867 FF7EFE71970 mov ebx, rlad
PEBBTFF/EFE71973 test ri5d, risd
B@EO7FF7EFB71976 jle loc_7FF7EFB71A38

T

h
BBBa7FF/EFBY1ATT wor edi, 8
BBBB7FFFEFB71ATA mowv eax, edi
@@@a7FF7EFB71ATC shr eax, 1e@h
BPR7FF7EFB71ATF xor eax, edi
@@007FF7EFB71A81 imul ecx, eax, S85EBCAGEh
BRBR7FF7EFB71ABY mov eax, ecx
@eRO7FFFEFB71A89 shr eax, @0h
BRRB7FF7EFB71ABC xor eax, ecx
B@RR7FF7EFB71ABE imul ecx, eax, BC2B2AE3Sh
Beea7FF7EFB71A94 mov edi, ecx
B8Ba7FF7EFB71A96 shr edi, 1@h
Bepa7FF7EFB71A99 xor edi, ecx
BeeA7FF7EFB71A9E mov rax, rls
Be@a7FF7EFB71AIE cqo
BePa7FF7EFB71AA® sub rax, rdx
BBBB7FF7EFBV1AAS sar rax, 1
BOOB7FF7EFB71AAG6 mov rl4, rax
@@eA7FF7EFB71AAT mov [rsp+118C@h+1pParameters],
BOB7FF7EFB71AAE mov rcx, rax
@@@e7FF7EFB71ABL call malloc_wrapper
BB0B7FF7EFB71ABE mov rbx, rax
Beea7FF7EFB71AB9 mov rsi, ri2
B8ea7FF/EFBY1ABC mow rax, 58187E74251C8553h
BeBO7FF7EFB71ACE imul rdi
@@ea7FF7EFB71ACY sub rdx, rdi
BBBB7FF7EFB71ACC sar rdx, 9
BePa7FF7EFB71AD® mov rex, rdx
B8Ba7FF7EFB71AD3 shr rcx, 3Fh
Bepa7FF7EFB71AD7 add rdx, rcx
BBPA7FF7EFB71ADA imul rax, rdx, 2ESh
B@RR7FF7EFB71AEL add rdi, rax
Beea7FF7EFB71AES mov eax, 1
BOPO7FF7EFB71AEY cmovz rdi, rax
Beea7FF7EFE71AED xorps xmm@, xmm@
BBBA7FF7EFB71AF® cvtsi2ss xmm@, rdi
BeRR7FF7EFB71AFS divss xmm@, cs:dword_7FF7EFDB4D78
Beea7FF7EFE71AFD movss xmml@, cs:dword_7FF7EFDB4D6E
BBRR7FF7EFB71B06 subss Xmmle, xmme
Beea7FF7EFB71B88 xor edi, edi
B8Ba7FF/EFB71BAD mowv rax, rils
Beea7FF7EFB71B1@ cqo
@@ee7FF7EFB71B12 and edx, 7
BOOO7FF7EFB71B15 add rax, rdx
B@OB7FF7EFB71B18 sar rax, 3
B8Ba7FFFEFBY1B1C mowv ri5, rax
BOOB7FF7EFB71B1F test eax, eax
@@ee7FF7EFB71B21 jle loc_7FF7EFB71BCF

@@@O7FF7EFB71B27 movsd  xmm3, cs:qword_7FF7EFDBADY¢

vy

(il e

@eea7FF7EFE71B30

@pee7FF7EFB71B30 loc_7FF7EFB71B3@:

@@RO7FF7EFB71B30 movss  xmm3, dword ptr [rsi]
@@eO7FF7EFB71B35 movss dword ptr [rbp+117C@h+var_117CE],
@eBB7FF7EFB71B3B movss  xmm7, dword ptr [rsi+4]
@@087FF7EFB71B48 add rsi, 8

@eBa7FF7EFB71B44 addss xmm7, xmmle

BORO7FF7EFB71B49 movss  dword ptr [rbp+117C8h+var_117C8+4
@eea7FF7EFE71BAE movaps xmm@, xmm7 3 X
@eBR7FF7EFB71B51 call L

@eea7FF7EFE71B56 movaps xmmG, xmm@

@8B@7FF/EFEY1B59 movaps xmmB, wmmJ 3 X
@eRR7FF7EFB71B5C call sinf

@eea7FF7EFE71B61 movaps Xmm7, xmm@

B0007FF7EFB71B64 mulss xmm6, xmm8

@eea7FF7EFE71EE9 xorps xmml, xmml

BeBB7FF7EFB71B6C cvtss2sd xmml, xmmé6

@eRR7FF7EFB71B78 andps xmml, xmm3

@@e@7FF7EFE71B74 cvitpd2ps xmm@, xmml

BBOO7FF7EFB71B78 call roundf

@eea7FF7EFE71B7D movaps xmm6, xmme

@0087FF7EFB71B80 mulss xmm7, xmm8

@eea7FF7EFE71EBS xorps xmml, xmml

B@BB7FF7EFB71B88 cvtss2sd xmml, xmm7

@eRR7FF7EFB71BBC andps xmml, xmm9

@@@07FF7EFE71B9@ cvipd2ps xmm@, xmml

BBOO7FF7EFB71B94 call roundf

@eBa7FF7EFB71B99 cvitss2si rax, xmmé

BeBa7FF7EFB71B9E mov word ptr [rsp+118C8h+var 11868],
BBBB7FF7EFBY1BA3 cvittss2si rax, xmmd

@@@07FF7EFE71BAS mov word ptr [rsp+ll8Ceh+var_11865+2]
B00O7FF7EFB71BAD movsxd rax, edi

@epa7FF7EFB71BB8 lea rcx, [rbx+rax*4] ; Dst
@8Ba7FF7EFEY1BB4 mov réd, 4 ; Size
BeBR7FF7EFB71BBA lea rdx, [rsp+118C@h+var_11868] ; Src
@@@@7FF7EFB71BBF call memmove

@@RR7FF7EFB71BC4 inc edi

@eea7FF7EFE71BCE cmp edi, risd

BeBa7FF7EFB71BCY j1 loc_7FF7EFB71B30

e



Encryption Round Two is Not Symmetric

Address Hex ASCIT

000002206499A6F0 B2 02 5D 47 |3D 85 10 40|ED A4 52 47 (78 7D 12 40| ®.]1G=..@1FRGX}.2
0000022064 99A700 | 8A FD 95 47 (9E 50 2D 40(4B 51 S5F 47 (2F 42 1F 40 .f.G.P—@HQ_GfE.@
Qoo002206499A710| 90 49 18 47 (20 AE 2C 40|FO 1D &0 47 (22 EF 38 40| .I.G 9,@5.“5"15@
oo00022064994A720 | E4 AL 68 47 (30 FE& 50 40(|5E 23 7D 47 (0A D9 56 40 ﬁihGDﬁP@ﬂ.}G.UV@
000002206499A730| 22 F7 90 47 |(F4 80 3F 40|39 0OE 98 47 |1F 6B 33 40| "=.&0.7@9..6.k3a
o000022064994A740 | 8D Bl 5D 47 (Al E1 40 40|D5 7C 32 47 (B9 E3 3D 40 .i:Gié@@ﬂ|25‘5=@
Qo00O02206499AF750| 3C 53 67 47|92 10 3F 40|D2 &C 792 47 (21 BS 1C 40 ﬁSgG..T@U1yG!u.@
000002 206499A760 |03 A3 91 47 (3F BO 39 40|84 1B 9C 47|30 DF 34 40| . £.G7°92...G0R438
000002206499A770| 0B E2 46 47 |(F4 87 10 40|34 23 83 47 |E2 BF 49 40| .aFG0..384#.6G4-Ia
QooO02206499A780| 28 65 ZE 47 |DE 23 49 40| 4A 18 B6 46 |(FA EC 42 40 {E.Gﬂ#I@J.ﬂFﬂiE@
Qoo002206499A790| 33 94 9B 47 |BE E7F 3F 40|15 4A 9C 47 (33 FB 37 40| 3..G5% T@.J.GEQF@
000002206499A7A0 | 44 34 F2 46|92 D2 12 40(3A 27 9F 47|50 DC 30 40|D4oF.0.a@: " .GPUDE
0000022064 99A7BD | 42 ZD AD 46(93 00 3A 40|76 EE OE 47 (4F F3 1F 40 B—.F.L:@vi.ﬁﬂﬁ.@
QooO02206499A7C0 | 9C E1 83 46|B5 CF 12 40 |DF 47 B2 46 (60 B2 ZA 40 .é.FuI.@EG.F“‘*@
000002206499A7D0 | BF 17 &4 47 |BD 49 27 40|E& EF 22 47 |7B 9D OE 40| ;.dG " I7@=2i#G{..a
00000220649 9ATED | 2F F4 13 47 (56 21 55 40|55 A9 AB 46 (B2 738 43 40 fﬁ.GV!U@U@xF‘xC@
QooO02206499A7F0D | AD BE 21 47 |AA F3 38 40|67 2B 27 47 (A3 0OC 19 40 .!G“ﬁE@gT'GE..@
0000022064 99A800| 31 B5 66 47 (8A AB 63 40|65 B4 C6 46|44 AZ 65 40| 1.TG.zcle AFJ<ed
000002206499A810 | B4 &3 FE 47 |F3 27 2D 40(F9 72 3A 47|C5 C1 47 40|  c~GE0"-aUr:cGAAGE
oo0D022064994A820 | 2B FB 51 47 (60 93 63 40|78 A3 3IE 47 (1B &5 43 40 +EQG“.C@K£?G.EH@
Qoo002206499A830| BF 33 0A 47|60 75 OC 40|EB 12 4E 46|32 B6 0D 40 .3.G“u.@E.hF9ﬂ.@
oo00022064994A840 | 3E ZF 18 47 |F1 E1 DOE 40(CE BF OF 47 (75 32 32 40 bf.Gﬁé.@I..GuEE@
o00D02206499A850 | 5B 5E 69 47 (7D 81 0D 40(|DF 23 FB 47 (56 CA &0 40 :HTG}..@E#£GVE‘@
o000022064994860 | 82 OF BL 47 (0B BF 24 40|81 4F EE 46 (73 32 21 40 L..G..$@.G1F52!@
Qoo002206499A870 | CB 75 57 47 |9B OF 14 40|56 B2 9F 47 (BE 2B 35 40| EUWG...&V..G.+52
o000D022064994A880 |13 3E 1B 47 |(C9 4C 38 40|D5 F2 6A 47 (12 D2 4E 40 .b.GELE@ﬂth.ﬂh@




Game Plan

* Peel off one layer of encryption at a time:
- “encrypt” third round via symmetric encryption.

- “decrypt” second round.
* Hope for hardcoded constants, no time related secrets.

- “encrypt” first round via symmetric encryption.



Extracting Ciphertext, Third Round of Encryption

Test.x
Cffset
00000000
000000le
00000032
0000oo4s
00000064
00000080
00000096
00000112
00Qggo12se
00000144
00000160
00000176

00Qggols2
00000208
00000224
00000240
00000256

00goo2z
0ogooo28e
00000304
00000320
00000336
00000352
00000368
00000384
00000400
00000416
00000432
00000448
00000464
00000480
00000496
00goos12
00000528
00000544
00000560
00000576
00000592
00000608
00000624
00000640
00000656
000008
00000688
00000704
00000720
00000736
00000752
00000768
00000784
00000800
00000816
00000832

o
E
LF
ca
DC
]
ac
B4
1D

1
0n
24

Challenge5_V1.7.x
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Leg)

2D
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DE
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41:3001 xor byte ptr ds:[r3]
491 88CA mov Fcx,rio0
83E1 OF and ecx,F
OFBG0432 movZx eax,byte ptr ds:[rdx+rsi]
883400 40060000 mov byte ptr ss:fIrbp+rcx+640f,al
491 FFC2 inc rio
4
. &8 [j] edit data at 000002377830FE20
g
. 41|
. ac Hex String Copy data
. 45
. Al
S 49 ASCIT
. = — PR = ———— =
. a8 [l1zeihe?Bgi™ 54 i36i-ex °) i jDYMGs 37AW=3 £"A;XER ¢ Bal
. 48|
-—--8 ~ 74 UNICODE:
i . Eg _
! . gg FEefon UE S H-mF £ B 51 0B 05 M S0WE HE BRoROOTR T 5ol
i
[
P H @urs
i
A
G e TTTeTh TR amr o B 60 0) ¢ 1500:00767030 9" 90500 ¢ 0963096~ T
al=cz 'A’
Hex:
. text:00007FF7EFBSEFGC timelock_patched. exe:$ 71 47 FA 40 CE 9C SE 43 48 40 1A OD EL 5A 31 86
46 51 12 4B CA B4 30 C2 D6 85 5A C7 6D FO FC 4A
DF 4E 9C 71 CF 1D AC €9 SC ES GE C4 1B 0B 73 87
A2 15 BD BC 43 CO 23 B& 79 FC DD FB A2 8A 36 AA
17 BA 1F E4 BE 96 53 C2 BA F2 90 07 39 56 06 FG
30 B2 AD 1B 38 31 CD 2F 2B 38 7E A4 03 21 BB 57
40 €4 9F 91 08 2C 9B 90 D6 F1 C3 FE BO 87 87 4D
AD 67 09 1F 7A BB 7A 21 B3 F6 FD 13 9E 9A A5 DE
b i i i 2B 10 DO E9 1E CE 7D AC 68 83 DA AB 4C 07 €1 7C
G9Dumpl  GyDump2  $lDump3 iy Dump 4 26 6E 23 5B AF G4 D2 A4 AB C9 FD 1F OB ES E9 27
address Hex BE 88 D8 AA 16 28 5E 57 A2 01 95 1F 21 81 02 BL
23 7F 07 D7 71 B6 21 53 77 A2 Cl 99 2F C5 EF DE
000002 377530FEQD| 05 05 00 00|00 00 G0 00|00 of | 46 84 24 EB 43 40 BE 36 2D b 96 68 A2 &7 F4 3
000002377830FEL0 | EE FE EE FE|EE FE EE FE|4F C| SE ZE o 0E e B oE T8 G BT TR EE AR FE e 2
000002377830FE20 B3 02 50 4730 85 10 40|ED A GE £2 26 FE GE G oF wE 2o a2 D 30 <5 &7 Bu g
000002377830FE30 |BA FD 95 47 |9E 50 2D 40|48 5; Zo EnEn BB TENED o UE o GE 4 0 £ R 0E
000002377 830FE40 (90 49 18 47|20 AE 2C 40|FO 1 Zh 8 G B ok BE 2 7 [ SR EW GE il BEOH 0B
000002377830FES0 | E4 Al 68 47|30 F6 50 40|5E 9 22l i OF mp on EE 2R D E B 2T EE 20D
000002377 830FE6D |22 F7 90 47 |F4 80 3F 40|39 O G e g 27 B0 BE e [FE A 2 B D2 2l TE E R
000002377830FE70| 8D B1 5D 47 |AL E1 40 40|D5 7 22 EL D EEl FEo S0 [ A B e Bl SR e D G
000002377 830FES0 [ 3C 53 67 47|92 10 3F 40D & EE e mE ED e 2 D e G DI A B aE e FE T
000002377830FE90| 03 A3 91 47 |3F BO 39 40|84 1 SE Lo G G GR Eh HE BE 2L 00 FU DD G 22 3 6
000002377 830FEAD OB E2 46 47 |[F4 87 10 40|34 2 LE Ee de B e TE GIE D RE 4E B EE e oE [F OE
000002377830FEE0 |28 65 2E 47 |DB 23 49 40[4A I 40 Gl 0E Go 0T LD DGR D B Az GE an EE LR
000002377 830FECO |32 94 9B 47 |BE E7 3F 40|15 4 EE £l B ol 25l 2D RS a8 DE Gd B EE LE BT 2
000002377830FEDO | 44 34 F2 46(92 D2z 12 40(3A 2 o2 GE il = P T A ol 5B B oL BT D Hh) GAl 25
000002377 830FEEC |42 2D AD 46|93 00 3A 40|76 El g
000002377 830FEFD |8C E1 83 46|B5 CF 12 40|DF 4 iE 22 5F U T 7 Gl BT 28 GF B GF DIE A0 e FE
000002377830FFO0 | BF 17 64 47 |BO 49 37 40|E6 El 4F 2oz Bl T T ou B ) De Eooon D D OEE
000002377830FF10 [2F F4 13 47|56 21 55 40|55 A EE D Eh o T G o 157 [FR [F2) OF Do on B =5 G
000002377830FF20 | AD 8E 21 47 |AA F3 33 40|67 2|
000002377830FF30 |31 85 66 47 |8A AB 63 40|65 B
D00DD2377830FF40 | B4 63 7E 47 |F3 27 20 40|F9 7| [ KeepSize
000002377830FF50| 2B F& 51 47|60 93 62 40|78 A
000002377830FF60 | 8F 33 DA 47|60 75 OC 40|EB &
000002377830FF70 | 3E 2F 18 47 |F1 EL OE 40|CE SF OF 47|75 32 32 40|>/.GAa.el..cuzze
000002377830FF80|5B 5E 69 47 (7D 81 OD 40|DF 23 7B 47 (56 CA 60 40| [AiG}..GR#{GVE @
000002377830FF90 | 82 07 85 47|08 8F 24 40|81 4F EE 46|73 32 21 40/...G..$e.0iFs2!@
000002377830FFAQ|CB 75 57 47|98 OF 14 40|56 82 9F 47 |8E 2B 35 40|EUWG,..@8V,.G.15&
0000D02377830FFB0 |13 3E 1B 47 |C9 4C 38 40|D5 F2 6A 47|12 D2 4E 40| .>.GELS20biG.0Ne
000002377830FFCO| 92 8C A5 47|72 24 3C 40|C7 FO 93 47|03 60 3C 40| ..¥Gr$<6Cd.G, <&
Command:|
| Paused ||J..I'!'D:Oooﬂﬂmm—>0000023778310123(0)¢000003)4va€5)




Extracting Ciphertext, Second
Round Decryption

g o 49:FF( | JERBESLHAIE RO EIETE BRERENEHEERNE
- o ~ DF8E
F——>e BF 37
- 48:C7(q Q T8
- T T —— e e e = oF1r3
Address Hex ASCIT . OF1Fs] |PHZIC@ZEEIHFI\099 Cr (09 COPZEPPICOPRERT-T:
000002377 830FDF0|AE AB AE AB|AE AB AB AB|AB AB AB AB[AE AB AB AB| ccscecssceccsss = o Hex:
000002377 830FEDD |00 00 00 00|00 0D OO0 00|00 00 00 00|00 D0 00 00| . susesessesnnns ] = cacs
000002377830FEL0|EE FE EE FE|EE FE EE FE|4F C5 72 B1|9F 59 00 3C|ipipipipoAr..Y. T e DO 7C 3B 47 EA 13 56 40 F7 3C 4F 47 AC A4 53 40
000002377830FE20|B3 02 5D 47 (3D 85 10 40(ED A4 52 47|78 7D 12 40(=.]1G=..@iERGx}.G i = s SF 78 3A 47 E3 4F 1A 40 B9 AB BD 46 1F 53 28 40
000002377830FE30(BA FD 95 47|9E 50 2D 40(|4B 51 5F 47|2F 42 1F 40(.y.G.P-@KQ_G/B.G ' e T FC D7 5B 47 34 AC 29 40 44 C4 AF 46 2D 32 36 40
000002377830FE40 |90 49 18 47 (20 AE 2C 40|F0 1D 60 47|22 EF 38 40|.I.G =,80. G"i8¢ e aD3CH 1E 11 4D 47 63 10 16 40 9A 8C 19 47 BO 3F 5F 40
000002377830FESO|E4 Al 68 47|30 F6 50 40|5E 93 7D 47 |0A DI 56 40|aihGODAOP@A. }G. UVE ! . 48; FF( 67 05 4F 47 BE FA 1B 40 EB 63 E8 45 E8 37 63 40
00DDD02377830FEGD| 22 F7 90 47 |F4 80 3F 40|39 OE 98 47|1F 6B 33 40| "=.GO.7@9..G.k3E Bt . _-c na ;g Ei gg :E é? 32 gz :g ;g gg ?é :; ig ;g ég :g
000002377830FE70| 8D B1 5D 47 (Al E1 40 40|D5 7C 32 47 |B9 E3 3D 40|.:x]G;a@ed|2G'a=¢
000002377830FES0|3€ 53 67 47 |92 10 3F 40(D9 6C 79 47 (21 BS IC 40| =506..78UIVGIL.E =T =specnra A T T BN
000002377830FESD| 03 A3 91 47|3F BO 39 40|84 18 9C 47|30 DF 34 40|.£.G7:98. . GOR4G e L R
DODD0Z2377830FEAG |21 12 03 47|89 D5 OB 40|D8 7B 97 47 |3E 02 34 40|1..G.0.@B{.G>.4E SE he O o T SR B O [ RD GR 4B Oh 5 cB o
000002377830FEBD|F1 C3 37 47 |AB 92 5B 40|7A 93 DD 46|64 AD S5E 40 nA?G [E2.¥F1 % | .text:0D0OD7FFG3BAALA3S timelock. exe: $11A38 #10E34 75 9C 33 47 TA 4C 25 40 D5 34 51 46 47 C9 2F 40
DO0002377830FECO| 67 06 9F 47|D2 16 32 40|0C BE AB 47|68 8F 37 40|g..Gh.28.%a«Gh.7e 36 BF 66 47 04 46 36 40 4B 28 1B 47 46 DA £3 40
000002377830FEDD | A4 D1 CA 46|10 BA 1C 40|E6 71 8D 47 (48 2A 46 40 ‘:'REF . B@g. GH*FE 07 51 71 47 8C ES 2B 40 FF 25 8D 47 ED 90 40 40

000002377830FEED| 30 D2 A4 46|F6 F7 60 40|D4 AB 3C 47 |D4 04 25 40 =0I:IFO— "@d «Gh. xE 39 11 44 47 C7 1A 55 40 C7 8B 91 47 6GE G&E 27 40
00DD02377830FEFO |20 SC EO 46|35 23 1E 40|43 DL D5 45 (15 6E 1€ 40| .aFs#.@c OE.n.¢| #&Dumpl  @pump2  @oump3  EJDump4 B4

000002377830FFOC |15 76 68 47 DA BA 43 40|7D 4F 1B 47|81 CA 1F 40| .vhGD.C@}0.G.E.E [Address
000002377830FF10[2C BB GA 47 (37 26 65 40|86 77 10 47 (D6 52 45 40 ,ij?&e@.w.GOREG TTTTIPTETITEDET
000002377 830FF20 [SENFENEE 45 S5h EF 34 a0 | 78162 a7 | FE 920 50 40| E~1E-04@8WBE] € | 0000220358A2080
000002377830FF30 | SANEE 3D ezl FaNaaNae Nin[5F 55 a5 ae|Det 53 a0 L p=G0-LE/a-FOS € | 00000220288A42090
000002377830FF40 |60 11 71 47 [EZ 77 36 40 (90 CE 3E 47 (E0 17 4F 40| .qGawEE.E>Ga.08 | 00000220388A20A0
000002377830FF50 |BONFE S8 ar|EAN IS EE o F7 Sc GE azlac ng E2 0| B s GEE =BG B5E | 000002 20288A2080
000002377 830FF60 [SE 78 34 a7 [ESNaE A an | Ba aE B0 46 1F 53 28 40| LesGan. @ eEF LS8 | 00000220388A20C0
000002377 820FF70 [FE D 5B 27 (32N aa an | Sac g aE e el oS s e an| [lGEEDAF268 | 00000220388A20D0
000002377 820FF80 [MERL 4D 27 e Nin e a0 SE N ac 18 S BN SF SF 40| LOMGE: . Ex. a6t 7 8 | 00000220388A20ED

D0D002377830FF90 |67 05 4F 47 |EE FA 1E 40| EE 63 ES 45|ES 97 62 40| 0.0G%0.EeceEe, €& | 00000220388A20F0| 86 10 CB 37 |E1 90 92 B1|E7 5D F S S S i o e o o o o s
000002377830FFAQ( 49 F9 67 47 |7A BD 07 40|5C B8 91 47 [EE 4C 4A 40| IugGzk.@) .GiLJE | 00000220388A2100|C6 95 27 BE 43 2C 2A OF |B1 D7 C CE 07 63 47 2E 4D 51 40 E2 EE 6B 47 94 EA 13 40
D00002377830FFBO |39 EA 88 46|CF 2F 5C 40|99 2B 76 47 |AZ A5 69 40| P&.FI/\&.+wGe¥iE | 00000220388A2110| 44 37 55 AQG|D6 96 D7 40|13 Bl 2 66 1B 72 47 57 7 07 40 C3 25 69 47 B9 1C 16 40
000002377830FFCO[AC 37 9B 47|2A 92 32 40|EF SF 99 47|02 2F 35 40|-7.G*.2@&i..G. /56 | 00000220388A2120| 36 AB 7A DC |04 DE 67 6123 74 7 o0 00 00 00

00000220388A2130 |18 11 C1 52|65 EB D6 CE |03 G2 A

00000220388A2140 |BE FE 08 AB|AA 4E €5 2B|F7 13 32

DOO00220388A2150 |07 &6C ES8 48(|9C 76 €5 D7 |4F 09 7

00000220388A2160 |ES 4E D5 72|77 4A 93 44|9C 30 63 [ ] Keep Size

D000022038842170 |BO 30 2E €2 |1C 61 1F 54|3F 78 C

00000220388A2180 |01 CB DD 29|95 6C 41 1C |41 C7 DE

0000022038842190 |E9 0L 18 56|58 7F 1E AE |83 78 A7 OB|56 E3 7F 52|&..VX..2.x§5.Va.R

00000220288A21A0| BB FE 2E F8|EF 63 75 C2 |52 2B
00000220388A21B0 | BF FF 25 86|C1 98 44 23 |C0 C2
0D000220388A21C0O|FF 70 ¥D 60 |79 69 AA 96| 2ZF &6

annznnasannl s aa rc acloa oo B ralce an

wn
%=
w
ra

25 Z8 9E AE |J>ax1uAR+22%( 8
20 BF F5 2A AAd ;_ﬂ*
26 21 76 DC yp}mx1‘ ST, & vl

oL Ewh 1re Pmane

Am_nn_CT _Co

mm
migo
AR

i

Command:




Extracting Ciphertext and First Round of Encryption

}!!EF:::::::::::::

!

-
-
L]
-
-
L]
-
L
L]
-
.
-
-
.
-
.
L[]
-
.
»
.
.
»

D0007FF7EFBBEC40
00007FF7EFBSEC44
00007FFT7EFBBEC48
D0007FF7EFBBECAF
00007FF7EFBBECS2
00007FF7EFBBECSS
O0007FFFEFBBECS S

00007FF7EFBBECGEL
00007FF7EFBBECEY
00007 FF7EFBSECES
00007FF7EFBBECED
D0007FF7EFBBECEF
00007FF7EFBBECT2
D000D7FF7EFBBECT 4
00007FF7EFBBECTS
00007FF7EFBBECTF
00007FF7EFBBECSES
00007FF7EFBBECED
00007 FF7EFBSECI0D
D0007FF7EFBBECIE
00007FF7EFBBECID
NONN7EEFEERREC 9N

77DOEO760]=0

. text:00007FFFEFBBEC3D timelock_patched. exe: §.

41: 0FBECA mMOvVZX ecx,rlob

OFB60432 movzx eax,byte ptr ds:[rdx+rsi]
888400 40060000 mov byte ptr ss:Brbp+rox+640l,al
49: FFC2 inc rio

49: FFC1 inc ra

00000237 7DOEDT 60
00000237 7DOEDF7 O
00000237 7DOEDT 80
00000237 7DOEOT 20
00000237 7DOEOTAD
00000237 7DOEDTED

000002377D0OED210 | EE FE EE FE|EE FE EE FE|73 C5 72 BD|A7 52 10

Edit data at 000002377DOEOTE0

Hex

String Copy data

ASCIL

fiiyvikeiiozy & 3 ¥s '0'd 2§C ®7pd.e A EUB AF:Z dH n;

UNICODE:
Lﬁhmuﬁﬁﬁﬂoﬁﬂmm-ﬁmumi rIERE i OEe FEs$HHS
& utrs

B %5 959 00@
Hex:

7909 999 $F- ¢ dU ngcTH9e$ VedTe

30| ibibibibsArkgy. 0

00000237 7DOEDT 60
00000237 7D0OEOTTO
00000237 7DOEDT BD
00000237 7DOEDT 30
00000237 7DOEOTAD
00000237 7DOEOTBD
00000237 7D0OEOTCOD
00000237 7DOEOTDOD
00000237 7DOEOTED
00000237 7DOEOTFO
00000237 7D0OEOBDD
00000237 7D0OEOBLD
00000237 7DOEOB20D
00000237 7DOEOB30D
00000237 7DOEQB4D
00000237 7D0OEDBSD
00000237 7D0OEOBED
00000237 7DOEOBTOD
00000237 7DOEOSBD
00000237 7DOEQBID
00000237 7DOEOBAD
00000237 7DOEQBED
00000237 7DOEOBCD
00000237 7DOEQBDD
00000237 7DOEQBED
00000237 7DOEQBFD
00000237 7D0OEQDSIDD
00000237 7DOEOSLD
00000237 7DOEQS20
00000237 7D0OEQND3D

00 00 00 00
EE FE EE FE

Z0 4A 10 7D

(ES 7F 00 00
37 02 00 00(10 44

EE FE EE FE|EE FE EE FE
00 00 00 00|00 00 OD DO
EE FE EE FE|73 C5 72 BD

1: 7D

EE FE EE FE
00 00 0D DO
A7 59 10 30

27 02 00 00
37 02 00 00

ipipibipipipip

ipipipipsArsgy. o
P .E®...pJ.}7...
pl.}7....3.}7...




Loot #5

Ol == . = B PP T T

Nj Challenge5Reward - Motepad

File Edit Format WView Help
Hau have completed Timelock challenge #5 using V1.7.

I am impressed with your skill and anxious to understand how you accomplished this!
Challenge Reward:

BTC Public Address:
INhhBel9z7fbrKvGlLXQyzRCEVCFDWSnQTQ

BTC Private Address:
L2sbGB3LkFdgCAHAIUTDODW 405 zRxPbjYz j5upkGhkTMiygdqb7



| essons Learned

Vulnerability found:
* Flawed encryption rounds may as well not be present at all.

* Crypto with hardcoded constants is easy to get around, since there are no
variable secrets like time.

* Nesting crypto with different properties to make up for their shortcomings
doesn’t work when they are each critically flawed.

How to fix:

* Adopt a public — private key encryption scheme, and use a trusted third
party to store keys and only provide access to authorised users.



The Case For Hackers In Dev Teams

« Auditing at end of development, right before production is not productive.
— Its irresponsible and costly.
— Deep flaws unlikely to be fixed before production.

» Security needs to be present at every step:
- Early design / architecture planning.

Development.

- Testing.

— Deployment.

— Post production.

* Hackers are specifically trained to consider the “big picture” when it comes to complex
system interactions and spot small nuisances which are easily overlooked.



What Would a Robust TimeLock Look Like?

e Client and Server model.
e Secrets stored on trusted server.
e Data never leaves the client.

 Communication with public / private encryption systems.
— Server.priv stored on the server.
— Server.pub distributed to all clients.



Encryption

e Client wishes to make Lockbox:

- Client sends Server.pub(hash(password, answers),
start, stop)) to Server.

- Server stores hash(password, answers), start, stop.

— Server generates new lockbox.priv and lockbox.pub,
sends Server.priv(lockbox.pub) to client.

- Client makes lockbox.pub(data) + enc(answers).



Decryption

* Client wishes to decrypt:

- Client collects and sends
Server.pub(lockbox.pub(hash(password, answers))).

- Server decrypts. Verifies hash and checks time window.

- If correct, server sends
Server.priv(lockbox.priv(lockbox.priv)).

- Client decrypts with lockbox.priv(encdata).



Greetz

* u/cryptocomicon, for the interesting challenges.

e #kiwicon users for the weekday banter.
- | am captianyipe, btw.
* NSA for making Ghidra public and FOSS.

— Ghidra is the biggest thing to happen in reverse
engineering for quite some time...



About Me

e Sustaining Engineer at Canonical.
— Fixing Linux kernel gremlins in Ubuntu kernels.
- Come find me and chat about Linux or reversing =)

 Read my blog:
https://ruffell.nz
matthew@ruffell.nz


https://ruffell.nz/
mailto:matthew@ruffell.nz
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