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What is TimeLock?
● Homemade encryption program.

– Made by u/cryptocomicon, of algomachines.com

● Implements a time-sensitive lock.
● In order to test it’s security, challenges were posted to 

Reddit
– “Lockboxes” contain a 0.02 BTC private key.

● We will cover 5 simple vulnerabilities.



  

Challenge #1



  

Information and Scope
● We are given:

– Password - “TimeLock”.
– Answers to questions - “0.02”.
– Time range – Start and end, both UTC.

● This limits scope to time lock mechanism only.



  

Xref Strings – Hackers Best Friend

● “%ld days %ld hours %ld sec 
until data is available”

● “Select folder where %s will be 
created”



  
Where we came from.

Where we want to go.



  

“True” Path Leads to File Writing



  

Time Mechanism == If Statements 



  

Patched Logic



  

Loot #1



  

Challenge #2



  

Plan of Attack
● Locate where the time is passed into decryption 

function, set it to future.
● We know what the times are. Keep an eye out for:

– 22/02/2019 00:00 UTC becomes 1550793600. 
Hex: 0x5C6F3B80

– 23/02/2019 00:00 UTC becomes 1550880000. 
Hex: 0x5C708D00



  

Jumping to String



  

Setting Up Breakpoints



  

Decryption Function Found



  

Breakthrough Found

0x5C4E2C15 looks familiar

Converting to decimal: 1548626965

This is a Unix timestamp!
28/01/19 11:09:25



  

Modifying Timestamp



  

Stepping Over Decryption



  

Loot #2



  

Challenge #3



  

Plan of Attack
● Launch a “Sybil” Attack

– Introduce malicious nodes as the network.
– Behave exactly like legitimate nodes.
– Have time set to the future.
– Disable internet access and force local nodes

to connect.



  

TimeLock Uses DNS Seed Nodes

●     seed.bitcoin.spia.be
●     bitseed.xf2.org
●     dnsseed.bitcoin.dashjr.org
●     dnsseed.bluematt.org
●     missionctrl.info



  

Rolling Our Own DNS



  

Generating DNS Records Randomly



  

Starting Our Bitcoin Node



  

Did We Hack The Thing Yet?



  

When Stuck – Search Strings



  

Five Calls to AddSeedNode()



  

What Happens If We Do It Again?



  

Loot #3



  

Challenge #4 and #5



  

Plan of Attack
● Review encryption functions:

– Look for bad modes of encryption.
– Look for weak encryption schemes.

● “Anyone, from the most clueless amateur to the 
best cryptographer, can create an algorithm 
that he himself can't break” - Bruce Schneier



  

Locate Encryption Functions



  

Encryption Round

Generates single 
byte keystream

XOR 1 byte plaintext 
with 1 byte 
keystream



  

Symmetric Encryption
● Ciphertext is deterministic:

– Same inputs create same outputs.

● Encryption is performed by xor...
– ... so we can “decrypt” by xoring again!

● We have symmetric encryption!



  

Extract Ciphertext, Create New LockBox



  

Replace Dummy Data With Ciphertext



  

Success! Symmetric Encryption Used!



  

Loot #4



  

Encryption and Decryption



  

Encryption Round Two



  

Encryption Round Two is Not Symmetric



  

Extract Ciphertext, Third Round of Encryption



  

Extract Ciphertext, Second Round Decryption



  

Extracting Ciphertext and First Round of Encryption



  

Loot #5



  

About Me
● Sustaining Engineer at Canonical.

– Fixing gremlins in Ubuntu 
kernels.

– Reversing is my fun hobby =p

● Read my blog:

https://ruffell.nz

matthew@ruffell.nz
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