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What is TimeLock? TIMH QO K
—ﬁ_

 Homemade encryption program.
- Made by u/cryptocomicon, of algomachines.com

* Implements a time-sensitive lock.
* In order to test it's security, challenges were posted to

Reddit

- “Lockboxes” contain a 0.02 BTC private key.
* We will cover 5 simple vulnerabilities.



Challenge #1

Hand off your digital assets, even if you are no longer around.

Over the years I've seen many people wondering how they can transfer ownership of their digital assets in the future.
They don't want to give a loved one a copy of their wallet seed, but they do want to make sure that no matter what,
those assets are made available at a date in the future.

TimeLock is a tool which I have developed to solve this problem, and probably many other problems which I am not
aware of. The free version allows you to protect a file of up to 10KB with an un-hackable time lock, synced to the
Bitcoin Network.

I'm so confident in this technology that I've created a challenge LockBox file which holds the private key to an address
with 0.02 BTC.

Please give it a try.

More information at algomachines.com

Link to the challenge: challenge




Information and Scope

* We are given:
- Password - “TimeLock”.
- Answers to questions - “0.02".
- Time range — Start and end, both UTC.

* This limits scope to time lock mechanism only.

y



Xref Strings — Hackers Best Friend

Timelock

i 28 days 1 howurs 2529 sec until data is available
-

* “%ld days %ld hours %ld sec
until data is available”

» “Select folder where %s will be
created”



lall =]
loc_l4@@@CBCC: ; Time
xor ecx, ecx
call _tiness Where we wantto go. | |
mov rbx, [rbp+l1388h+var 78]
cmp rbx, rax
jbe loc_14888CD83
Ll s =]
sub rbx, rax
mowv rax, BC22E458672894AB7h loc_l4eeaCDes:
mul rhx cmp [rbp+113@@h+var_7@], rbx
mov rsi, rdx jbe short loc_14868CD3A
shr rsi, 16h
test rsi, rsi
jz short loc_l4a8aCCa9
[
lall e = FIFE
imul rax, rsi, 15188h xor eCx, BCx ; Time
sub rbx, rax call _timeg4
cmp rax, [rbp+ll3@@h+var_7@]
jbe short loc_l48e8CD3A
1
FIZE
loc_ l4@@8CCes:
mov rax, 23456759ABCDF@13h
mul rbx
mov rdi, rbx
sub rdi, rdx
s rdi) 1 Where we came from.
add rdi, rdx
shr rdi, @Bh
test rdi, rdi
diz short loc 14888CC35




“True” Path Leads to File Writing

lea rcx, [rbp+ll Bh+ua’:11318] ; File
call

= —— h+var_11318] ; File
test re, r9
jnz short loc_l468@CFAG

loc_ 14668BCFAG:
rax, [rbp+l13@@h+var_112D8]
ecx, rla2d

r8, [rbp+l13@@h+var 112D3] ; Shont 1o 14886CFCE
rdx, aselectFolderih - == i

P

'l . 1
rdx, [rbp+1138@h+var 11360] - Lol

short loc_14@888CFCE

rcx, [rbp+ll3esh+var_11378] T 1
A i

sub_14@68AELR "=

gax, eax db &6h, 66H

lDC_14B'E'B'CF3S nop word ptr [rax+rax+2008066ah]

—— X ]
] i =

loc_14008CFCa:

inc ecx

lea rax, [rax+l]

cmp byte ptr [rax], @
jnz short loc_14808CFCe
I — |

YYv

loc_14@08CFCB:
inc ecx
mov eax, dword ptr [rsp+ll488h+size]
sub eax, ecx
mov edi, eax
add rex, rbx ; Str
; Count
; Size

rsp+11488h+5ize] ; Size




Time Mechanism == If Statements

il s =]

loc_l148@8CBCC: ; Time
Xor eCH, Bcx

call

mov rbx, [rbp+ll3e@h+var 78]
cmp rbx, rax

jbe loc_14868CD83

loc_l4a68CD83:
cmp [rbp+1l3@@h+var_78], rbx
jbe short loc_l4888C03A

;3 Time

rax, [rbp+ll3e8h+var_7e]
short loc_l4e@aCD3A




Patched Logic

rbx, [rbp+1138
rbx, rax
loc_l4eaaCD

3 DstBuf




ETCPrivateKey ted - Motepad

Edit Format Wiew Help
HEPE'S the private key:

i
LIVhgihIF21owrd2D5VXY uwY aXD sorQriXigd rQoMkBomzMEEy 2

T

-
|

Please send me &

1) 9B8FF12E5- 8Fo&s
2) Sufficient in®

After rec21u1hgl' h“-h n: per 8.82 BTC.




Challenge #2

Hand off your digital assets, even if you are no longer around (TimeLock V1.2 challenge)

Over the years I've seen many people wondering how they can transfer ownership of their digital assets in the future.
They don't want to give a loved one a copy of their wallet seed, but they do want to make sure that no matter what,
those assets are made available at a date in the future.

TimeLock is a tool which I have developed to solve this problem, and probably many other problems which I am not
aware of. The free version allows you to protect a file of up to 10KB with an un-hackable time lock, synced to the
Bitcoin Network.

I'm so confident in this technology that I've created a challenge LockBox file which holds the private key to an address
with 0.02 BTC.

Please give it a try.
NOTE: This is going to be much harder than last time.

More information at algomachines.com

Link to the challenge: challenge

Here's a link to the Creator screen for this lock box: Creator. This shows you the available time period for the lock box.
I'm also giving you the password and the answer to the one question... much more information than you would have if
you stumbled upon this file and wanted to crack it.

Here's a link to the TimeLock V1.0 challenge thread: Challenge #1




Plan of Attack

* Locate where the time is passed into decryption
function, set it to future.
* We know what the times are. Keep an eye out for:

- 22/02/2019 00:00 UTC becomes 1550793600.
Hex: Ox5C6F3B80

- 23/02/2019 00:00 UTC becomes 1550880000.
Hex: 0x5C708D00

y



Jumping to String

@aea7FFEDEELCCSE mp loc_7FFEDES1CDED

Timelock

Incorrect answer(s) or current time is not within the TimeLock
windaow,

bDa6 1 DD I ER
Baa7FFeDE31Dan3 alncorrectAnswe_@ ; "Inco
Baa7FFraDes10aDA [rsp+l138@h+var 11338]
@aaa7FFeDes1DeET
@aea7FFeDe810aES [rsp+l1386h+var_1133@]
2aea7FFaDo81DAEE sub_7FFBDGB3CSCE
SD6ALT5E align 18h eaaa7FreDeslDers réd, rl2d ; Size
7FF6D6A47598 alncorrectAnswe_@ db ‘Incorrect answer(s) or current time is not within the Timelock wi’ @aea7FFeD68108F6 edx, edx 3 val
aaea7FFeDo810ars rex, rbx ; Dst
aaea7FFeDE81DaFE
eaea7FFEDEE1D108 rox, rbx 3 Memory
Directio Ty} Address Text 22207FFED6310183 j_free
ESuUp o Emb_?FFﬁDﬁalElDOO:Ioc_?...élea rdx, alncorrectAnswe_0; "Incorrect answer(s) or current time is ... @eaa/rreD6810188 rex, rl3 5 Memory
eaaa7FreDeslDles j_free
@aea7FFeDe810116 rcx, [rsp+ll38eh+File] ; File
@aea7FFeDe810115
8a087FFeD681D11A short loc_7FF6D6E81D1B1

Cancel Search T

[ xrefs to alncorrectAnswe 0 [k O e

Line 1 of 1




Setting Up Breakpoints

L=

040000




Decryption Function Found

ZEQ4DESBD |
2E04DE 90
LEH4EEAH

SE04DEED

2ED4DEFD
*EQ4DFO0
ZED4DF10

PEQADEDOD
PEO4DEAD
PEQ4DEBD
PEQ4DECD
ZEQ4DEDO
ZEQ4DEED
PEO4DEFD
*E04DFO0
ZEQ4DFLO
ZEQ4DF20

il N o i O I e i




Breakthrough Found

C 685 mov byte ptr ss:firbp+390§,

48: 8B05 56302800 mov rax,qgword ptr ds: [FFFeOS5EFFBCO]
48:0305 57302800 add rax,gword ptr ds: [7FFEOSEFFBCE]
00007 FFEOSC7CBT 1 45: 2885 10110100 sub rax,gword ptr ss:[rbp+11110]

3302 Xxor edx,edx

0X5C4E2C1 5 lOOkS familiar E,E.‘_:. CO0000005C4E2C 1S

RCX oo0001C1 2A41 0000
Converting to decimal: 1548626965 EJEE.P_ 000001C12A410000
This is a Unix timestamp! g

28/01/19 11:09:25 RDI  000D01C1ZELS9540




Modifying Timestamp

Hide FFU

Edit
Expression:
Bytes:
Signed:
LUnsigned:

ASCII:

is

28
24 2l

0001 000

Z:8D85 S0110100

DB 2

jmp
Mo
Mo
Mo
Mo

Tea r

Mo

mow r :!'-.l |
cdall time

Xor s

timelock.
dword ptr
dword ptr
qword ptr
S

.I

_-ﬁﬁar
I.-;-.

|

ECH

o000 1C12A4 10000
o0 01LC12A41 0000

7EF605C7CD0
4 | 8],1
- frsp+23l , 4

?;;[FEE E:]::;Z

ptr ss:ifrbp+11150]

. TFFB05C7 83A0




Stepping Over Decryption

bddress
WOO0OIC12F39DEB0

HHDO0LE
WOOALC
OO0
WM

5
5
5
5
>
e
(=
2
2
2
=

OO0

=5
[
b
[
=
[
b
[
b
[
=5
[
b
[
]




| LockBox.Challenge.2.private_key.td - Notepad

File Edit Format Wiew Help
kuﬂgratuatiGHS! You have successfully comple

Please contact me via: https://www.algomachi

= - :
I will pay you an additional 8.82 BTC for a éﬁjh
JL_:

1Public BTC address for the reward:
3NuEijXKmnRUeri9DfvDZ2f5RDKHLUBgNS e

-Priuate BTC address for the reward:
KyYvEbvjFFGyHGQCRHYNvASQAMmNMtgcqHsgmo L TWE21Y4rimc UV




Challenge #3

TimelLock your digital assets

Over the years I've seen many people wondering how they can transfer ownership of their digital assets in the future.
They don't want to give a loved one a copy of their wallet seed, but they do want to make sure that no matter what,
those assets are made available at a date in the future.

Designing an un-hackable TimeLock is challenging. This is my third version and the third challenge, with a 0.02 BTC
reward.

Please give it a try.

More information at algomachines.com

Link to the challenge: challenge

Here's a link to the Creator screen for this lock box: Creator. This shows you the available time period for the lock box.

I'm also giving you the password and the answer to the one question... much more information than you would have if
you stumbled upon this file and wanted to crack it.




Plan of Attack

* Launch a “Sybil” Attack
— Introduce malicious nodes as the network.
— Behave exactly like legitimate nodes.
- Have time set to the future.

— Disable internet access and force local nodes
to connect.

y



TimeLock Uses DNS Seed Nodes

Bitcoin Metwork Connection Status

FESPONSE, No error

rs connected

.bluematt.

d.bluematt.me: type A a N, addr 3
.bluematt.
.bluematt.

d.bluematt.

 seed.bitcoin.spia.be neeaed ohomate.

* bitseed.xf2.org s o & o
« dnsseed.bitcoin.dashjr.org in ﬁ ¥ o s, 1 33
+ dnsseed bluematt.org e
* missionctrl.info " _:EiijZ:ZEE: e W

.bluematt.

d.bluematt.
ed.bluematt.




Rolling Our Own DNS

Lrir basedns.py - C:/Users/Analysis/Desktop/basedns.py (3.7.2)
File Edit Format Run Options Window Help

socketserver
svs
random

DNSHandler (socketserver.BaseRequestHandler) :
handle (self):
socket = self.regquest[l]
data = self.request[0].strip()

n't even contain

5 _HEADER LENGTH:

all guestion

IndexE

accepted guestions =
question all questions:
name = str (b join(guestion['r =']), encoding=
guestion[’ ='] == b'\x00 ' guestion[
accepted guestions.append(gquestion)
{303 n' .format (name) )

3[3%m' .format (name) )

response
self.dns_response_header (data) +
self.dns_response_guestions (accepted guestions) +
self.dns_response_answers (accepted guestions)

v
Ln: 10 Cok0

Internet Protocol Version 4 (TCP/IPvd) Properties

General  Alternate Configuration

You can get IP settings assigned automatically if your netwark supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically

Mon-authoritative answer:
Mame : hello.com.internal
127.8.8.1

(#) Use the following DNS server addresses:

Preferred DMS server:

l127.0 .0 . 1 |

Alternate DNS server: |127.0 .0 .2 |

[ ] validate settings upon exit Advanced...

Cancel




Generating DNS Records Randomly

C:\Users\Analysis>nslookup hello.com
Server: UnKnown
Address: 127.8.8.1

gquestions:

ion['nams"]:
Mon-authoritative answer:
MName : hello.com.internal
Addresses: 127.61.198.11
127.11@.178.2
127.95%.65.29
127.195.84.141
127.22.66.121
127.153.66.63
127 .92 .26.36
127 .89.164.167
127.118.186.71
127.56.36.25
127.96.114.142
127.49.92.175
127.122.12.13
cemp . ( int ( 127.128.48.18
- ‘ ‘ v e int | 127.208.28.117
127.56.2.168
127.189.138.131
127.7.57.131
127.65.134.11
127.78.64.2

[len(lakel) ])

B
r
L
B
T
B
E
r
B
E
r
L
B
T
B
t
t
N




Starting Our Bitcoin Node

Date & time

mmand Prompt - "C:\Program Files\Bitcoin\daemen'\bitcoind.exe” — O

2819-83-99T86:31:117 init message: Verifying blocks...

d . 2019-83-89T@6:31:11Z block index 262ms
Date ar‘l tlrr‘le 2019-03-89T06:31:117 init message: Loading wallet...
2819-83-99T86:31:117 [default wallet] nFileVersion = 170188
2819-83-99T06:31:117 [default wallet] Keys: 2881 plaintext, @ encrypted, 2001 w/ metadata, 2801 total. Unknown wallet re
cords: 1

- o e Tar s 2819-83-99T86:31:117 [default wallet] Wallet completed loading in 168ms
9 March 2019 2019-83-89T06:31:11Z [default wallet] setKeyPool.size() = 2000
2019-83-89T06:31:117 [default wallet] mapWallet.size() = @

2619-83-89T86:31:117 [default wallet] mapAddressBook.size() = @
2819-83-99T86:31:117 mapBlockIndex.size() = 4861

2019-83-89T06:31:117 Imported mempool transactions from disk: & succeeded, @ failed, ©® expired, ® already there
2819-83-99T86:31:117 nBestHeight = 8

2019-83-89T06:31:117 torcontrol thread start

2819-83-99T86:31:117 Bound to [::]:8333

2619-83-99T86:31:117 Bound to ©.8.0.8:8333

2019-03-89T06:31:117 init message: Loading P2P addresses...
2819-83-99T86:31:117 Loaded 1833 addresses from peers.dat @ms
2619-83-99T86:31:117 init message: Loading banlist...

2019-83-89T06:31:11Z init message: Starting network threads...
2019-03-89T06:31:117 net thread start

2019-03-89T06:31:117 dnsseed thread start

2019-83-89T06:31:117 init message: Done loading

2019-83-89T06:31:117 addcon thread start

2619-83-99T86:31:117 opencon thread start

2019-83-89T06:31:117 msghand thread start

2819-83-99T06:31:227 Loading addresses from DNS seeds (could take a while)
2019-83-89T06:31:227 148 addresses found from DNS seeds
2019-83-89T86:31:227 dnsseed thread exit

Change




Did We Hack The Thing Yet?

Bitcoin Network Connection Status

5 of 8 peers connected




When Stuck — Search Strings

Address Length String

‘s'| .rdata:0000...
s’ .rdata:0000...
rdata: 0000
rdata: 0000

AddSeedMode() : already has seed node matching url :

AddSeedMode() ¢ - no more than 32 seed nodes may be added.

Connect() : number of seed nodes is zero and the size of peer_info is less than 50, must h...

L1 01 01 (01

Connect() : number of seed ports is not equal to number of seed urls




Five Calls to AddSeedNode




What Happens If We Do It Again?

mow
call

mow

R |
e e B R |

i}

ort loc_7FF




File Edit Format View Help
lell done!

You have successfully completed the Timelock
I am impressed!

Please contact me wvia: https://www.algomachine
.13

- i
I will happily send you at least 8.82 BTC for a detailed report describing how you cracked Timelock

Timelock 1.3 challenge reward public address: 34rdPbKUMZodwflEV2Inxx9d3klrWKghzD
Timelock 1.3 challenge reward private address: KxdTLBeaMLGl9wkeocVX6YGEIBTHWErKvnTvnPfVgvXf5tD1UIMij




Challenge #4 and #5

TimeLock your digital assets (V1.7 / Challenge #5)
RELEASE

Safely pass your digital assets on to your loved ones

Securely lock your data until a time you choose.

Create LockBoxes up to 10KB.

TimeLock synced to the Bitcoin Network, using immutable block header timestamp.
Retain privacy. Your data stays on your computer and nowhere else.

Distribute your time locked LockBox to whomever you wish.

https://www.algomachines.com/

This is the seventh major version of TimeLock, and the second version anchored to the immutable timestamp of the
Bitcoin network.

TimeLock has been improved via a series of challenges. You can see the reports on these challenges here:

https:/ruffell.nz/reverse-engineering/writeups/2019/01/18/timelock-analysis-and-vulnerability-writeup.htmil

hitps:/fruffell.nz/reverse-engineering/writeups/2019/01/28/revisiting-timelock-1-2-vulnerability-writeup. htmi

hitps:/fruffell.nz/reverse-engineering/writeups/2019/02/18/unleashing-a-sybil-attack-against-timelock-1-3-

vulnerability-writeup.html
https://ruffell.nz/reverse-engineering/writeups/2019/03/20/double-trouble-with-symmetric-encryption-in-timelock-1-5-
vulnerability-writeup.html

The program is easy to use, and the free version supports LockBoxes of up to 10 Kbytes.




Plan of Attack

* Review encryption functions:
- Look for bad modes of encryption.
- Look for weak encryption schemes.

* “Anyone, from the most clueless amateur to the

best cryptographer, can create an algorithm
that he himself can't break” - Bruce Schneier



ocate Encryption Functions

Hex

P2

BaBa7FF7EFBBEADE
Baea’7FF7EFBBEADE
BaBe7FF7EFBBEADE
BaBe7FF7EFBBEADE
BaBe7FF7EFBBEAEZ
BaBe7FF7EFBBEAES
Baaa7FF7EFE3EAEA
BRaa7FF7EFBE3EAED
BRae7FF7EFBBEAF2
BRaa7FF7EFBBEAFT
Baee7FF7EFBBEAFA

loc_?FF?EFBSEﬂDB:
movsxd rox, ecx
add rcx, 41h
add rcx, rls ; DstBuf

mowv r3, [rsp+aC8h+var_57@] ; File

mov rg, rld ;3 Count

mov edx, 1 ; ElementSize

call
cmp rax, rl4
jz short loc 7FF7EFBBEB4@

¥

Bapa’7FF7EFB3EB4G

Beee7FF7EFBSEB4@ loc_J7FF7EFBBEB48: ; File
Bepa7FF7EFBSEE42 mov rex, [rsp+9ceh+var_978]

BeBA7FF7EFBBEB4S call

BaBa7FF7EFB3EB4A mov ebx, edi

Beaa7FF7EFBBEBAC and ebx, 3

Beae7FF7EFBBEB4F jz short loc_7FF7EFBBEBEG

00 00
00 00
00 00

secret, txt.AAAAL
AAAASANAANLANAAL
AAAAAANL. . AAAAAAL
AAAAAAAAAAAAAAAL
AAAAA. , AAAAAAAAR
AAAAAAAAAMRAAAAL
AAA. . AAAAARAAAAL
AAAAAAAAAARAAAAL
A. . ABASAAARAANAR
AAAAMAAANASANAA

ASCII

PEaCN. . 2;.Y. . 46E
. —.0¢. ]J&"m7 . 8QhG
pléTric.® ;0Ta"
LA HAL218;7 (59
&£8%.2, DA, ¥#.0¥
ICh 7om. MEl<l. v,
Edi.?..26keasl..
th.aA. IF. .50, 256D
Y~k . . §. TakGH. AE.
.p Iodpuyki. .. A<
#7AIN. 6D, .= F.
[.%3.5apENdERY. .
ep.of. Jupacu{. 2+
—.U7.a.Il0as. .




Encryption Round

Generates single
byte keystream

@7FF7EF

FF7EFBBEB
eax, [rbptrdx*a+
ax,
ecx,

rad,

ADDAF14h
[r8+ra*a]

t loc_7FF7EFBSEI

ECO:

07FF7EFBSECA4 >

7FF7EFBEECAB
7FF7EFBBECA4
7FFIEFBBECAS
7FF7EFBBECAF
7FFIEFBBECS2

7FF7EFBBECSS j

oc_7FF7EFBBEC2

Xy
edx, rild
t loc 7FF7E

loc_7FF7EFBBEC36:
rlid, edx
ptr [rdxtrsi]

loc_7FF7EFBBEBEG

OR 1 byte plaintext
with 1 byte
keystream




Symmetric Encryption

* Ciphertext is deterministic:
— Same inputs create same outputs.

* Encryption is performed by xor...
- ...So we can “decrypt” by xoring again!

* We have symmetric encryption!




Extract Ciphertext, Create New LockBox
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Replace Dummy Data With Ciphertext

49
73
EF
45

Al
81
60
50
GE
2 56
oo
45
LY
D&
70
oD
AG
64
41
41
41
41
41
41
41
41
41
41
41

E92 2

T
(L N

A A k|
FRERRRERERERRDOS

AAAAAAAAARAAARAA

ARAARA . AAAAAAAA
ABSARAANARNAANDA
ARAA, . AAAAAAAAAA

AAKAKKARNKARNKARNSER

(=] )

[T o =
MUONSMNE O O@E

[
m

. e L N B B S R s}
Lo b b Bl =@ OO

[ ]

ASCII

EEEEEEEEEE . s 00 n

vevesnns DZEPK[2
TECN. .85 .Y. . 40E
at, J=*m7 . 60hG
;o0Ta’

é¢ |59

« OBe-to2xp gl
tSSﬂfAuEIﬂrn
&.ate [vA
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Aadd . xh#a. =
LA EVD¥X. 04
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.2I0a [.B..¥-euu
Afs-ex..kVHATe. t
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ap. CI&M. .y l=.
s .T§1]4aut U
{AP..ZK_D...H
J1&nJ. K.pol.
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Success! Symmetric Encryption Used!




Loot #4

2 P i

_| Timelock YChallenge¥1.5.PrivatekeyReward - Motepad

File Edit Format Wiew Help
ﬂuu have successfully completed the Timelock V1

I'm dying to know how you did it.

Please contact me wvia: http5:ffwww.algnmachine5=!§,'
P

I will happily send you at least 8.82 BTC for a =8
-3

Timelock 1.5 challenge reward public address: 3GBxNQEOTcCIlyhQkzAvYTpY97Bxj39LIXL
Timelock 1.5 challenge reward private address: KybZ2fewgnFMS3mFD5CdBeadHGFdVIW3IDYbfKnyZi2YpFi5rSV2ByD




Encryption and Decryption

I§i 0. fread 0. fread()

1. encryption
round one

5
decryption
round one

|
4. verification



Encryption Round Two

BSED44 mov
FBSED4S db
FBSED46 nop




Encryption Round Two is Not Symmetric

= o N
-l
L oLn

T P

T
[

vy}

2o

alwE L ]
SN RN NS Ry LY

8
9C
23
EG
9
9F
DE




Extract Ciphertext, Third Round of Encryption

i

Dump 2 %% Dump 3 @Y% Dump 4
Hex

Jy

AB|AB




Extract Ciphertext, Second Round Decryption

Hex ASCII
AE ABE AE AE|AE AE AE AE | AE AE AE AE|AEB AB ¢ BB | e B B B 660 G0

EE FE EE FE|EE FE EE FE|4F C& 72 &I 00 3C | ipipipipoAr..Y. <

edi=EDIICBAL

.Text:00007FF63BAALIASE timelock.exe:$11A38 #10E38

2% Dump 1 Ly Dump 2 gl Dump 3 L Dump 4

Address Hex
00000220388AZ070 | 10 20 8A Z8 |20
00000220388A2080 (L0 64 BE 20
00000220388A2090 (80 81 BS 8120
000002203 88A20A0

000002203 88A2Z0B0

000002203 88A20C0

000002203 88A20D0
00000220388AZ0E0D

000002203 88A20F0

000002203 88A2100
00000220388A2110

000002203 88A2120
00000220388A2130
00000220388A21 40
00000220388A2150

000002203 88A2160

000002203 88A2170

Q000002203 88AZ180 | O 1 ] 1 7 T

000002203 88A2190 1 ] ] g F 56
00000220388A21A0 7 7 . 25

000002203 88A21B0 ] : 20

000002203 88A21C0 70 7 7 26 21 7 vplm

Aannnnaantooesannl T 0 E r An r o senuit

Command:




Extracting Ciphertext and First Round of Encryption

41:3001

41: OFBECA
OFB60432

BBB40D 40060000
49:FFC2

49:FFC1
4

xor byte ptr

MOVZX 8CK,F

movzx eax,byte ptr
mov byte ptr ss:rb
inc rio

1nc

£

byte ptr [r9]=[000002377D0EC7E0]=0

al=66 "f'

. Text:D0007FFFEFBBEC3ID timelock_patched. exe: §

4% Dump 1 B4 Dump 2 B4 Dump 3

Address

AR bBR R R ROR R AR R AR A AR RODDO

ANNNNT T

| Edit data at 00000237

Hex String

ASCIT

Copy data

fiiywiha:

UNICODE:

ngcT4e99

y¢dr

Keep Size

AE
78
B2
32
1E
A
25

TFITET

AB|AB

oo AT
. EEGGEEEEEREREE




Challenge3Reward - Notepad

File Edit Format View Help {.'-‘--.
ﬁnu have completed Timelock challenge #
-

I am impressed with your skill and anxi
Challenge Reward:

BTC Public Address:
3NhhBel9z 7fbrkvGLXQyzRCEVCFDWSNQTQ

BTC Private Address:
L2sbGB3LkFdgCAHAIUTDADWt40SzRxPb Yz j5upKGhk TMiyqdgb7




THE WORLP'S FIRST?

About Me® "

HE EE
"\ BY HIROSHI SEO
| http://w.aerialline. com

e Sustaining Engineer at Canonical.

- Fixing gremlins in Ubuntu
kernels.

— Reversing is my fun hobby =p
 Read my blog:
https://ruffell.nz

matthew@ruffell.nz
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